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Understanding Risk



Consequence

Vulnerability

Threat

Risk =



Threat x Vulnerability x 

Consequence

P(Bad event) x P(damage) x 

Damage

Risk



P (Threat) 20% x

P (Vulnerable) 10% x

Consequence ($ 15,000) =

Risk = $ 300

Risk due wind gust 30kph



Vulnerability x Consequence

x

Threat (Intent x Capability) 

Risk (malicious) 



Vulnerability             Prob they can easily kill us = 1

x           

Consequence Damage = We all Die

x 

Intent                       They REALLY want to kill us = 1

x

Mars Attacks!



Capability                             No spaceships = 0

Mars Attacks!



Vulnerability    = 1  x     

Consequence   = We all Die x             

Intent              = 1 x

Capability      = 0      . 

Risk                = 0

Mars Attacks!



GNSS threat vectors

GNSS threat vectors
Natural/Accidental

1. Built structure obstruction

2. Terrain obstruction

3. Foliage (pines, hvy canopy)

4. Solar Activity – mild

5. Solar Activity - moderate

6. Solar Activity -powerful

7. Human Error/software

8. Satellite malfunction

9. Control Segment Failure

10. Space Debris

11. Unintentional RF

Malicious Acts

12. Privacy seeker (1 event)

13. Criminal Jamming (1 event)

14. Criminal + Privacy 1 Yr Total

15. Criminal Spoofing (1 event)

16. Terrorist Jamming

17. Terrorist Spoofing

18. Military-style Jamming

19. Nat. Agent Spoofing

20. Attack on Satellites

21. Attack on Control Segment

22. Cyber Attack on Control Segment



Probabilities

Probabilities



Black Sea Spoofing Activity
January 2016-November 2018

Vulnerability

Vulnerability



Consequence

Consequence



Consequence 

Or worse 



Do you feel lucky?



Risk

Risk = Threat x 

Vulnerability x 

Consequence

Inside GNSS+ Nov/Dec 2025



Missing…

Governance



Governance

Structure/ process

Policy myths



Structure/ Process



Structure/ process

Space-based only

Everyone & no one responsible

Too many players

No top-down mandate

Inside GNSS+ March/April 2026



7 Policy Myths

1. GNSS is 

enough.



7 Policy Myths

2. “We have 

to (or ‘they 

want to’) 

replace 

GNSS.”



7 Policy Myths

3. More 

study is 

needed.



7 Policy Myths

4. “It’s all 

about 

infrastructure 

protection.”



7 Policy Myths

5. “We just 

need to 

educate 

users.”



7 Policy Myths

6. “The 

government 

needs to 

build a GNSS 

backup 

system.”



7 Policy Myths

7. “The 

market will 

provide the 

GNSS backup 

nations need. 

Governments  

don’t need to 

do anything.”



7 Policy Myths

People = 90% Emotion + 10% Logic

People act after:

• Bad things happen

• Emotionally impactful stories to

• Avoid bad things

• Obtain good things

Inside GNSS+ Jan/Feb 2026



UK Showing the way 



OFFICIAL

OFFICIAL

A NATIONAL PNT RISK

 Assessed that 97% of UK CNI was 
dependent on GNSS services

 90% of users relied on GPS

 Risks to GNSS include:

 Loss due to system failure

 Loss due to hostile act

 Loss due to space weather

 Economic Impact of 1 week’s disruption -
£7.4bn ($9.6bn/€8.8bn)

https://www.gov.uk/government/publications/national-risk-register-2025



OFFICIAL

OFFICIAL

36

Risk of Loss of PNT – More Than One Cause

UK National Risks to Positioning, Navigation & Timing

Severe Space Weather

Solar flares and geomagnetic storms disrupt GNSS 

signals

Wide-area degradation

Hostile Acts

Jamming, spoofing and cyber attacks

Intentional disruption of GNSS

Failure of PNT Systems

Satellite or ground failures

Systemic dependency risks

National Impact

Telecommunications networks

Financial systems & trading

Energy grid synchronisation

Aviation & maritime navigation

Autonomous systems & logistics



OFFICIAL

OFFICIAL

Delivery Progress:

LEO PNT

•

GNSS Interference 

Monitoring

100% of funding approved by UK Treasury for National PNT initiatives – £450m+ for 
2025-2030 delivery 



OFFICIAL

OFFICIAL

TIMING DISTRIBUTION

 The Policy Framework commits to developing separate 

business case proposals for an Enhanced Long-Range 

Navigation (eLORAN) system and a Space Based Augmentation 

System (SBAS) and working with MOD on Defence Resilient 

Time (DRT).

 A Secondary Fibre Optic Cables Network would provide the 

Timing Signal from the RETSI sites to the eLORAN towers, 

Goonhilly Station for SBAS, and locations for DRT.

 The Secondary Fibre Optic Cables Network would consist of 11 

Service Nodes, including: 4 at RETSI sites, 3 at eLORAN towers, 

2 intermediate nodes, 1 MOD private node and 1 at an SBAS 

station.

Map of the Primary Mesh and Secondary Fibre Optic Cables Network

Illustrative map, exact locations not shown. 

Key

• Primary Mesh

• RETSI Site

• Secondary Optical 

Network

• eLORAN Tower

• SBAS Station

• Links to MOD



OFFICIAL

OFFICIAL

39

UK National eLORAN for Timing Services



OFFICIAL

OFFICIAL

40

International eLORAN Conference - Mar 2026 

14 Nations, 4 Continents, EU, IALA, ESA and IMO



The Resilient Navigation and Timing Foundation is a 501(c)3 educational and 

scientific charity registered in Virginia

www.RNTFnd.org
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