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Motivation

Australia's critical infrastructure—energy, communications, transport, finance, and
emergency—rely heavily on space-based PNT. Any attack to these would disrupt
essential services, endanger public safety, destabilise key sectors, and may even

threaten our national security.

Australiais advancing resilient PNT innovations and asymmetric defence technologies,,
but faces challenges in unifying efforts, securing remote areas, protecting
infrastructure, addressing emerging threats in the Indo-Pacific region and reducing

reliance on foreign systems.




What we aim to do

Innovation through collaboration: Foster national and
international collaborations between industry, government, and
academia to safeqguard national security, fortify economic
resilience, and enhance the safety and well-being of all
Australians, positioning the nation as a leader in critical

technology and innovation.

Outcome and Impact - PNT as a utility: A national threat
protection and response infrastructure, capable of defending
against both natural disasters and deliberate threats to the

nation’s critical infrastructure.




CRCs: What's on offer?

« Unique program for scale and duration: Commonwealth funding
typically S40-S70m over 10 years (co-funding by industry and
academia typically doubles this)

« |P: - Affirmative to industry partners

« Collaboration, networking, partnering: Solving problems through
R&D

* Accessto world-class R&D resources: towork on your problems |
(typically ‘at-cost’) o 4
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* ‘Neutral’environment: To co-develop technical approaches, policy
and other solutions

« Focusongenerating outputs: For use by industry and government
* Training of future leaders: Credentials and embedded PhDs

* R&D Tax Concessions: For company co-funding.




The Australian Landscape

& 3 4 0
S Australian Government

CYBER AND
INFRASTRUCTURE SECURITY
CENTRE

S Department of Home Affairs

o Critical Space Infrastructure Gaps: The Department of
Home Affairs'inclusion of the Space sector under the
Security of Critical Infrastructure Act recognises its
strategic importance but lacks clearly defined assets.

« GNSS Dependence: Supporting systems like SouthPAN rely il bl _
on GNSS; disruptions directly impact critical sectors(e.q., A loss of access to, or deliberate or accidental
aviation, agriculture, emergency services). anipulation of PNT systems may constitute ajinils

erference, which

aterial risk to critical infrastructure under thej
« Sectoral Unawareness: Many industries are unaware of Security of Critical Infrastructure Act 2018 Risk sy

isk Management
their reliance on PNT, increasing the risk of cascading LT IR it s RO 0 Elie

& how to mitigate
. . . _ or critical infrastructure assets should consider/ms
failures during disruptions. ow to mitigate this risk as part of their Risk

. .. . anagement Program obligation .
e RiskManagement Deficiency: No standardised processes i S

and navigation systems, and use them in their day to-day lives.

services from space
al navigation satellite
= United States’ Global

. N g ) critical infrastructure owners and operators — are reliant on
Increasing automation and availability of PNT services means

ist f ting, mitigati filing PNT risk e ey

e t O e 0 a O O o ’ ) A o them. While GNSS provides cost effective PNT solutions, it
X I S r r p r I n g U I I g I n g U r p r I I n g rI S S * Ith:: Austvralla I% hecamlngfr:nre r:llantdan FFVEEI?E poslhonllv:g should be remembered that they are also vulnerable to threats
informatian e imprue/sefehrand productvityinsectors ke and hazards that may disrupt or degrade the service, and

transport and agriculture. 2 i e
P B! relying on a single source of PNT creates a vulnerability.

e Stakeholder Vulnerability: Absence of knowledge and st s el g s st 0 5 S 1o o gagon o, sl

networks used by critical infrastructure. The precise timing e . .
or on a larger scale — can have significant impacts for critical
derived from space-based PNT services is essential to the

frameworks leaves stakeholders ill-equipped to address el st s By o Hicd e
threats effectively.

infrastructure owners and operators.

communications and data storage or processing sectors.

*GPS is the most widely used GNSS in Australia and globally. In addition to GPS, Australia also has high visibility of the additional three GNSS constellations
(GLONASS operated by Russia, Galileo operated by the European Union, BeiDou operated by China; and the two Regional Navigation Satellite Systems (RNSS),
o

does not consttte legal aavice. Readers are encouraged CONTACT US | enquiries@CISC.gov.au | CISC.gov.au
e Ime th of Australia does not guarantee the




The Australian Landscape

Developing alternative position, navigation and timing capabilities:

Strike accuracy down to metres or centimetres.
Navigation ambition: <0.1% for autonomous systems
(ambition 5km error over 5000kms).

Robust PNT essential for autonomous systems.
Lack of assured local or global PNT undermines "smart-small-
many" RAS strategies.

Scalable solutions: from compact, low-cost systems(e.qg.,
Cube systems)to larger systems(e.qg., QuantumPNT "bar
fridges").

Adversaries advancing; China integrates BeiDou, LEQ,
terrestrial broadcasts, and eLORAN to complement GPS.

GNSS vulnerable to ASAT, electronic, and cyber warfare by
state and non-state actors.

stralian Government

Defence

ACCELERATING
ASYMMETRIC
ADVANTAGE

DELIVERING MORE, TOGETHER

DEFENCE INNOVATION, SCIENCE AND TECHNOLOGY
STRATEGY




T h e A U St ra | i a n |— a n d S C a p e ij::;;;i:lia kills $5.3B military space program with
Lockheed

"l am sure some companies will seriously considg Dusiness case for dealing witl N se as a customer in the future, which | worry will mean
our warfighters will miss outon homegrown ing gt can make a differeng lefield,” Jeremy Hallett, head of the Space Industry
Association of Australia, said in a statemen

By COLIN CLARK \

. Assured PNT in GPS-

denied/degraded environments. Phase 1focuses on:
= Establishing a Navigation Warfare Centre to build PNT
knowledge and support Defence activities.
= Developing a multi-layered PNT strategy to enhance
navigation resilience.

. Quantum sensors,
Digital FOG INS, multi-sensor, and multi-platform AUSTRALIAN DEFENCE FORCE (ADF) NAVIGATION WARFARE ( Timing Roadmap
exploitation. Cotest e N

. Utilises external e
signals(e.qg., EM, acoustic, visual, oceanographic) o frecl

ed PNT capability in all
its. In particular, “contested”

with information theoretic behaviour to maximise

"accuracy" salient to need. Maximizes "accuracy"

based on mission-specific needs.
. Minimal investment in PNT

resilience beyond JP9380.

Warfare (NAVWAR) memo;
r knowledge of NAVWAR c

ape that ADF forces might encounter in the future and to support NAVWAR
interoperability with coalition forces.
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ACIL ALLEN

FRONTIER

BUILDING RESILIENCE INT!
POSITIONING, NAVIGATION
AND TIMING SERVICES FOR
AUSTRALIA

March 2024

Joshua Critchiey-Marrows, Eldar Rubinov, Phil Delaney, Jia Lee, Alex Linossier

ortage of problem recognition

SPACE+
SPATIAL

NDUSTRY GROWTH
ROADMAP 2030

‘ SouthP2

SouthPAN early Open

Services

Factsheet for users

Apel 2024

Introduction

This factsfeet s interded for GNSS users who wish 1o
{PAN any Open Serces.

SOUINPAN i & SaUIRE-Ba43 AUGTRIIRNCR Syatem

(SBAS) capabilty providod by Geoscons Ausirata and

Toil Te Whenus Lan informaicn New Zesiand

Early Open Services bocame avadabie fa users i
‘Seplanier 2072 A caan Satety of Ltk Serice wal b
awvailabio fum 2028

What are Open Services?
Open Services arm nteded for 8 users il reguire

Impactad by the User's postioning apabilty

Early Open Services

SCUINPAN i prowiding Ies S8y Open Srvoss
avaiabio via saleling bramicas! and drecs avar o
st

L1 5845 Opan Servics
Tha L1 SBAS sarly Dpan Servics pova3ss navigation
assages on @i L1 beguency (1,575 42 MHz), and
0w 56 WA B recaiees 1N 1ecks GPS.L1 GIA

DFMC SBAS Opan Service

Tha Dual Frocusncy Mull Canstelation SBAS sarly
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PVS Open Sarvice

Thn Precise Print Postioring (PP via SouthPAN'

(FVS) early Open Service shares the LS frequency wih
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Procossing the PVS measages—io improve

iheir pusilian acsuracy betior hen <040 in the

PorcetBl Br 20,5 in 14 VICH) (95% CoIENCE

NGV, B COTZANCE. CONVOTZINCH Wil D6 Datlee

than 80 mies during PYS early Open Serdce, ard ihe

user does ot need 1o recan stafianary duing the.
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Data Access Services

T ScutiPAN Dain Access Services. deiver the same
navigaion messaes escribed sbave ves he interret
stoac of & sateles broadcast

Using the early Open Services

signais

Mariy GNSS

S3m in the in
consdnce inlarval)

hawever,
rocatvors irack LS a6 well Floase 56 our racaiver
capatny ists on tha GA ard LINZ Wanstes

Aunstralian Government
Dupartanent of ldusty,

National Quantum Strategy

Building a thriving future with Australia’s
quantum advantage

| industry.gov.au /quantum
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Hidden Risk

How weaknesses in the global geodesy supply
chain could have catastrophic impacts on critical
infrastructure and national economies

Background report for decision-makers

Version 1.1
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Potential R&D Opportunities - what we have heard so far

AUSTRALIAN PNT ADVISORY COMMITTEE

|dentify/prioritise
potential threats
and autonomously
report on them

Self-Healing PN |
Systems :Graceful
degradation
protocols and
service

Al driven threat
mitigation

Anomaly detection

Alternative
technologiesrating
for resilience

Autonomous,
seamless sensor
selection and
integration

Retrofitting vs plug
and play

Dynamic calibration
and environment
sensing

Integrated
cybersecurity for
PNT

Workforce and PNT
supply chain

Real-time threat
intelligence
network

Signal
authentication and
validation methods

PNT as a Service/Utility
PNT Security as a Service

Provide a test environment to prove resilience, resultingin
aresilience level

Develop standards and recommend policy

Provide PNT Assurance for companies: profile and
recommend

Geodetic infrastructure and products that support new
PNT technologies.

WAR GAMING/MISSION SIMULATION

CRISIS MANAGEMENT/DISASTER PREPAREDNESS DRILLS




D et e Ct a n d R e p O rt _ G R | F I: E N / G R | S —|— GRIFFIN GRIST — GNSS/GPS Regional Interference Surveillance & Tracking (GRIST)
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= (Observations at Keilor Park reveal Link-16 communications testing
from LEQ using radar L2 band (1237 MHz).
= Deterrence signals also observed, hinting at potential future GNSS
jamming and spoofing capabilities.
[ ]
= QOriginally focused on terrestrial GNSS protections.
= Now expanding to address space domain threats, including . :
adve rsa ry mega_I—EO ConSte”ationS deSigned for regional GNSS Automatic Austrahan and New Z":Ell:—ﬂ'ldl‘lc‘l\\“‘\)]’k for tracking and geolocating multiple LEOs malicious attempting to deny GPS/GNSS
MEO signals to terrestrial users. RFI LEO threat signal characteristics and orbit dynanncs passed to Space Force in real time.
[ ]
. . . yGPSat
= US PWSA: 400+ satellites in Tranche O and 1, with Tranche 2 GRIFFIN Update — MARQUEE LEOs (PWSA) ()"

November 2024

.
|a u n C h I n g b y | a t e 2 O 2 5 . GPSat’s GRIFFIN project team is pleased to announce that Melbourne monitoring station is successfully

monitoring and tracking US Space Development Agency’s (SDA) new MARQUEE Traunch0 LEO constella-
tion space vehicles. Launched early 2023, Qty 27 Marquee SVs are testing both new Link16 comms between

. 1 . .
n C h | n a S 1 O O O Sa I | S : 1 3 1 O O O + Sa t e | I Ite S ; e a rly | a U n C h e S U n d e rWay . space to ground and inter satellite laser communication technologies. These experiments recently reported by
Aviation & Space news, are being conducted over both Australia and adjoining international waters (Tasman
H H an). while US FAA/ FCC f cy licences are being considered for furure space oper: he GRIF-
= Russia: 1,200 satellites expected from 2025. FIN ety wilh s yce apmised ey o sy, oy s e MARQUEE low
. . . . level test signals over mid the Tasman Ocean. MARQUEE testing is expected to be ongoing until late 2025.
» QOther:Indiaand Europe progressing with LEO investments.
. ANZ-focused network for identifying

malicious LEOs amidst benign satellites.
« Keilor Park, VIC (operational).
e Ohau, NZ (online mid-Dec 2024).
* Newecastle, NSW (online mid-Jan 2025).

MANDR;?ﬂ:f (launch 2021 | ;
~fi 2 W
.

MARQUEE is part of US Space Force’s new Proliferated Warfighter Space Architecture (PWSA) future
mega LEO constellation. Regular new tranches of SVs. delivering low-latency Comms DELIVERY. ballistic
missile TRACKING. with enhanced Battle Management, NAVIGATION (PNT). and EW DETERRANCE
from space..



Secure and Protect- FrontierSl|

Scenario 1 - Background

* Itis early 2025

* The Bureau of Meteorology (BoM) reports a Coronal Mass Ejections event associated
with the recent solar maximum. Extreme ionospheric activity will occur worldwide and
will persist for approximately 24-48 hours.

* The US Space Force (USSF) reports degraded GPS satellite signals, and Geoscience
Australia advises that SBAS signals from the civilian SouthPAN service, which augments
GPS signals for safety-of-life aviation systems, are also degraded. The EU, Russia and
China also report minor degradations to their GNSS constellation signals . Media
channels report that both military and civilian users worldwide have reported
increased positioning noise, up to 20 m for some common receiver products.

* Australia’s power supplies are also affected, and the Trusted Information Sharing
Network (TISN) has advised that several power grid stations in NSW are experiencing
disruptions to normal operations. Defence Estate has reported that several Defence
bases in NSW and QLD are using backup emergency power supplies. Early
investigations from energy companies indicate the disruption is being caused by time
synchronisation errors, related to GNSS signal degradation.

FRONTIER 2>

CHALLENGES FOR CRITICAL

INFRASTRUCTURE

Do your operations depend on
Positioning, Navigation, or Timing (PNT)
services?

Without PNT, how long would it take to
restore your normal operations?

Do you have a back-up plan?

PNT is a fundamental to the continued
operation of critical infrastructure assets in
energy, telecommunications, finance and many
other industries.

FrontierSl's team of experts will work with you
to undertake a robust assessment of PNT
vulnerabilities.

Our team will provide advice on immediate
and future mitigation strategies to suit your
operational requirements.

As a nonprofit research organisation,
FrontierSl is not aligned with any vendor
solutions, giving us the freedom to provide
independent and unbiased reccomendations
and solutions.

However, many organisations are not fully
aware of how deep reliance on PNT may
impact critical infrastructure. GNSS systems
such as GPS are often relied upon as a sole
provider of PNT services, without
comprehensive understanding of their
vulnerabilities.

Emerging technologies are addressing these
vulnerabilities, but are yet to find widespread
adoption in critical infrastructure. The potential
for disruptions to PNT services should be
considered as a material risk under the
Security of Critial Infrastructure Act 2018. PNT
service reliance should be considered as a risk
to cyber security, and addressed accordingly.

We will work with critical infrastructure
operators and network managers to better
understand PNT disruptions, informing robust
compliance and strategic decision-making.

Through collaboration with advisory agencies,
we will contribute to delivering more
comprehensive risk assessment services.

With cyber security providers, we will raise
awareness of how PNT risks constitute cyber
risks, and help to strengthen security solutions.

Eldar Rubinov

Jia Lee

flea@@irontiersl.com.au




PN T- Time for metrology-level, wide area RF distribution

New capabilities now being trialed by National Metrology Institutes for RF-based time transfer

'v‘ Locala. TimelLoc - Locata Internal Synchronisation

Mean [ps] Standard Deviation [ps] Peak to Peak [ps] Num Samples
179.338 27.592 351.562 605547

m T ; ; Standard Dev
| 7 day log: Locata distributing Australia's UTC clock in Sydney area |

179 ps | 27 ps

ct 10 Oct 11 Oct 12

w
(=]

UTC Time

= Now demonstrating unique local, regional & wide-area “NMI-grade” RF time transfer.

= Synchronizes transmitters wirelessly to picosecond levels without GNSS or any
external corrections. Over 105 km distance already trialed. Proven - TRLS.

= Allows unprecedented flexibility deploying non-GNSS national timing backbone networks.
® Fundamentally: Comparable to White Rabbit performance but without needing fibre!




—=)>| DOT CPNT RFI Contract Award Details Released

June 18, 2024

Insicle
GNS

According to federal portal SAM.gov, nine con
Positioning, Navigation, and Timing (CPNT) RFI.

The companies granted contracts according to SAM.gov are:

—

Q

» Carahsoft Technology Group

+ Locata Corp

« Hoptroff Inc.

US Department of Transporiation

Volpe Center

tract awards have been announ

Bylnside GNSS

ced by the U.S. Department of Transportation for the Complementary

Locata now contracted for field trials for
Critical National Infrastructure

applications, to be run by US DoT

(Volpe) at 3 test sites in the USA.

= Following very successful
independent testing run by the
EU last year, Locata has now
also won a US DoT contract for
Critical National Infrastructure
field trials.

= These trials are part of the
DoT’s Complimentary PNT
Action Plan to strengthen
civilian PNT for their nation.

= Volpe will impartially analyze
Locata P, N and T performance
at 3 sites in the USA.

= These trials will inform DoT
decision making on technology
acquisitions for CNI use.

}‘ Locata




Augment and Toughen - Clocks and COMBS

QUANTX LABS CELEBRATES FIRST SALE OF

« Turn-key optical atomic clocks to customers for field 3 71 DERENCE CONTRASTS | ot IR

operations. Microfrequency combs being investigated to
offer high-purity electronic signals in miniaturised
electronics for PNT applications.

i September 11,2024 @ News

e QuantX Labs, and University of Adelaide deployed
autonomous leading-edge clock technology on maritime
vessels where they have operated successfully for
weeks.

* The shiftto optical technology confers higher
performance and smaller SWaP than their conventional
microwave equivalents.

« QuantXisalsoworking on space-clock technology based
also on an optical atomic clock. Part of this technology is

ARC Centre of Excellence

scheduled for launch in 2025, with the full clock to be OpticaNdieidoriait
launched in 2026. Breakthrough Science




Phasor
Quantum

Augment and Toughen

* Phasor quantum deployed a quantum diamond vector

magnetometer on an aircraft in ajoint Aus/US airborne trial
» World's first aircraft-deployed Diamond NV magnetometer
* Collected >8000 km of flight data

« Successfully performed GPS-independent navigation.

- {
{90000
A Hanws




Phasor

Deep ocean navigation (simulation)

1000 km path
4 days duration

Map: Enhanced Magnetic Model (5Tkm resolution), INS: Navigation grade FOG



How to get involved?

* Feedback on Objectives: Provide insights on the overarching goals
and vision of the CRC to align with industry and national priorities.

 Proposal of Research Themes::Suggest innovative themes or areas
to focus on based .on national, international, adjacent sector best
practice.

» Use-Case Scenarios: Share real-world use cases to illustrate the
practical impact of proposed research projects.,

e Consortium Building: Introduce potential partners from industry,
academia, or government to strengthen the consortium.

 Workshops and Engagement: Attend one of our’listening’ industry
workshops and become part of shaping the research agenda

 Memberships and Partnerships: Talk to us about becoming a
partnerships and memberships




Interested?

akealy@swin.edu.au

ssss
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