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Current Threat Landscape



What is changing in space?

* Diverse: More international, more commercial
* Disruptive: New entrants, new commercial missions

* Disordered: Lack of widely accepted norms, gaps in
current laws and treaties

* Dangerous: “Juicy” targets in space, proliferation of
counterspace capabillities
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More Diverse: No Longer Dominated by U.S. &

Space Environment: Total Launches by Country Payloads Launched by Country
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More Disruptive: New & Expanding Commercial
Missi
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More Disordered: Laws & Regulations Not
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More Dangerous: Greater Dependence on

Civilian
Communication

Banking Sector Counter-Terrorism —

and Navigation Operations _ Nuclear Command
High-End & Control
Combat
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More Dangerous: Proliferation of Threats

Kinetic

P hyﬁlﬁalascent ASAT
* Co-orbital ASAT
* Ground station

L(k \\ 5_61 ) attacks

-

Non-Kinetic

° Lasers PhySicaI

* High-powered microwave
* Electromagnetic pulse
(EMP)

2

Electro

nlgplinkjamming
* Downlink jamming
« Spoofing
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* Monitoring traffic er
patterns

* Intercept / exploit data

» Corrupt data

« Command and control
intrusion
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Threat Characteristics Vary by Type of Attack

Ground
Station
Attack

Direct-
Ascent
ASAT

Co-Orbital
ASAT

Attribution

Variable
attribution
depending on
mode of
attack

Launch site
can be
attributed

Can be
attributed by
tracking
previously
known orbit

Launch site
can be
attributed

Limited
attribution

Clear
attribution of
the laser’s
location at
time of attack

Reversibility

Irreversible

Irreversible

Irreversible or
reversible
depending on
mode of
attack

Irreversible

Irreversible

Irreversible or
reversible;
attacker may
not be able to
control

May or may
not be publicly
known

Publicly
known
depending on
trajectory

May or may
not be publicly
known

Publicly
known

Only satellite
operator will
be aware

Only satellite
operator will
be aware

Attacker
Damage
Assessment

Near real-time
confirmation
of success

Near real-time
confirmation
of success

Near real-time
confirmation
of success

Near real-time
confirmation
of success

Limited
confirmation
of success if

satellite
begins to drift
uncontrolled

No
confirmation
of success

Collateral
Damage

CSIS

Station may
control
multiple

satellites;
potential loss
of life

Orbital debris
could affect
other satellites
in similar
orbits
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May or may
not produce
orbital debris

Higher
radiation
levels in orbit
would persist
for months or
years

SECURITY

Could leave
target satellite
disabled and
uncontrolled
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Laser
Dazzling /
Blinding

Clear
attribution of
the laser’s
location at
time of attack

Modest
attribution
depending on
mode of
attack

Irreversible or
reversible;
attacker may
not be ableto
control

Reversible

Only satellite
operator will
beaware

No
confirmation of
success

Satellite
operator will
be aware;
public may or
may not be

Limited
confirmation
of success

Only disrupts
the signals
targeted and
possibly
adjacent
frequencies

Modest
attribution
depending on
mode of attack

Modest
attribution
depending on
mode of
attack

Data
Intercept /
Monitoring

Data
Corruption

Seizure of
Control

Limited or
uncertain
attribution

Limited or
uncertain
attribution

Limited or
uncertain
attribution

Reversible

Reversible

Reversible

Reversible

Irreversible or
reversible
depending on
mode of
attack

Satellite
operator will
beaware;
public may or
may not be

May or may
not be known
to the public

May or may
not be known
to the public

Satellite
operator will
be aware;
public may or
may not be

Satellite
operator will
be aware;
public may or
may not be

Limited
confirmation of
success if local
RF signals can

be monitored

Only disrupts
the signals
targeted and
possibly
adjacent

Limited
confirmation
of success if

effects are
visible

Near real-time
confirmation
of success

Near real-time
confirmation
of success

Near real-time
confirmation
of success

frequencies

Only affects

the specific

RF signals
targeted

Could leave
target satellite
disabled and
uncontrolled




Example Dual-Use Capabillities

Source: Space.com, https://www.space.com/space-junk-harpoon-removedebris-satellite-video.html
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https://www.space.com/space-junk-harpoon-removedebris-satellite-video.html

Counterspace Assessments by
Country
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Chinese Orbital Spaceplane

Image courtesy of Slingshot Aerospace

(@)
(:SIS CENTER FOR STRATEGIC & A..Rnolnf\uE’
INTERNATIONAL STUDIES SECURITY 14




Chinese RPO: SJ-21 & Compass G2
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GPS Spoofing in the Port of Shanghai
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Sources: Skytruth / AIS data courtesy of Global Fishing Watch / Orbcomm / Spire.
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CSIS

Russian Counterspace Activities

Before and Durinc
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Ukraine Invasion
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Russian ASAT: November 2021
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Russian GPS Interference
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GPSINTERFERENCE DETECTED WITHIN
SEPARATIST REGION DF UKRAINE

i
\

hi it . i e, ] :
4 HawkEye 360 etectioqif o T ( o A ,
Ellip%s from o202t - X T R e : ) /

AV Spot Reports ¢
-~ ) /GPSInterference (O i

RUSSIA |

4
L

i
i
{
o) -
o 3 e
=
oty
y

| [
Unclassified Imagery and Information * Graphics Contain no “Technica

Contains:Information that is Only’Representative of Information
that can be Produced from the Use @r Operation of a Defense Article
© 2022 HawkEy.@ﬁEﬁl_c_.l Background Map Data © 2022 ,éoog]e

nYaYalnYWalm
( :S IS CENTER FOR STRATEGIC & AEI\UOI ACE
INTERNATIONAL STUDIES SECUR'TY



GNSS Interference in Eastern Mediterranean
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Inspector Satellite Luch

LONGITUDE (°) Luch Loitering ~ —— Luch Transiting

100°E

Luch passes numerous
satellites without stopping.

France

United States
United States

Luxembourg

Russia

France

United States

& Norway
United States

France
France

United States

As of January 2023, Luch positioned near
a United States communications satellite.
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https://youtu.be/Pzhtc-rFbvM
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North Korea
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Others




What to Watch

. Lessons Learned from Russia’s Invasion of Ukraine

- Commercial data and communication services have been integral to
Ukraine’s resistance

Increase in electronic and cyber capabilities, large emphasis on jamming
likely will continue in this conflict and in the future

Example of space assets bolstering the success of national security
objectives, particularly for small nations against larger nations

- Direct-Ascent ASAT Ban: Resolution passed in the U.N. in
November 2022

- 155 countries voted in support, 9 voted against, 9 abstained
« China, Russia, India, Iran, and North Korea did not vote in favor of the resolution

. Space Situational Awareness
- Can enable counterspace weapons targeting
- Can track on-orbit activities
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Counterspace Timeline

Kinetic Physical

Non-kinetic Physical
@ Electronic

@ Cyber
Other
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COUNTERSPACE TIMELINE, 2021

JAN.9,2021 RUSSIA
Ru jammed GPS for NATO source
Jamming

Russia has beenintermittently jamming Ukrainian radio, cell, and satellite
signals for years. With the growing presence of Russian troops in and
outside of Ukraine, reports of GPS jamming have increased.™

JAN. 23,2021 INDIA
Indian thie: ttempt GPS jamming in India
Jamming

Thieves in India attempted to use localized GPS jamming devices to
steal gold. The devices failed and police were able to locate the truck
with the stolen goods.™*

FEB. 1, 2021 UNITED STATES

o

Unintentional localized GPS jamming in the United States
Jamming

Localized jamming near the Wilmington airport in North Carolina was
detected and disrupted air traffic. The source of the unintentional jam-
ming was identified as a utility company’s wireless control system near
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Thank you!
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