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Subject: Strengthening of communications, navigation,
and surveillance (CNS) systems resilience and
mitigation of interference to global navigation satellite
system (GNSS)

Action required: Note the criticality of the issue and the
importance of action by States to address it by making
use of the ICAO guidance provided in Doc 9849, Global
Navigation Satellite System (GNSS) Manual and by
taking any other measures as appropriate

Sir/Madam,

1. T have the honour to inform you that the Council, at the ninth meeting of its 220th Session
on 22 June 2020, agreed with the proposal to bring to the attention of States the actions agreed by the
40th Session of the Assembly (24 September — 4 October 2019) with regard to communications,
navigation, and surveillance (CNS) systems resilience and mitigation of harmful interference to global
navigation satellite system (GNSS).

2. The agreed actions were pursuant to proposals contained in Assembly working papers
A40-WP/82, A40-WP/352 and A40-WP/188, presented respectively by Finland on behalf of the EU and
its Member States', by Saudi Arabia and jointly by the International Federation of Air Traffic Controllers’
Associations (IFATCA), the International Federation of Air Line Pilots” Associations (IFALPA) and the
International Air Transport Association (IATA). The papers identified issues related to the evolution of
CNS systems and the associated threats and vulnerabilities, with particular regard to satellite-based CNS
systems, such as GNSS. They highlighted, in particular, the impact from harmful interference to GNSS on
the safety and efficiency of aircraft and ATM operations, and identified the need to strengthen the
protection of GNSS signals from harmful interference and degradation of performance through actions by
States and ICAO in coordination with industry.

! Austria, Belgium, Bulgaria, Croatia, the Czech Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Ireland, Ttaly, Latvia,
Lithuania, Luxembourg, Malta, the Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden and United Kingdom.

999 Robert-Bourassa Boulevard ~ Tel.: +1514-954-8219 Email: icaohq@icao.int
Montréal, Quebec Fax: +1514-954-6077  www.icao.int
Canada H3C 5H7

Radiocommunication Bureau (BR)

Circular Letter 8 July 2022
CR/488

To Administrations of Member States of the ITU

Subject: Prevention of harmful interference to Radio Navigation Satellite Service Receivers
in the 1559 — 1610 MHz frequency band

Following its initial report to the 2019 World Radiocommunication Conference, the Radiocommunication
Bureau has been informed of a significant number of cases of harmful interference to the radionavigation-
satellite service (RNSS) in the 1559 — 1 610 MHz frequency band affecting receivers onboard aircrafts and
causing degradation or total loss of the service for passenger, cargo and humanitarian flights. In some cases,
this has also led to misleading information provided by RNSS receivers to pilots. Based on in-flight monitoring
of air transport category aircraft GNSS receivers by one major aircraft manufacturer, 10 843 radio-frequency
interference events were detected globally in 2021. The majority of these events occurred in the Middle East
region, but several events were also detected in the European, North American and Asian regions.

The Bureau has noted with great concern the increasing number and range of impact of such harmful
interference on safety-of-life radiocommunication services used for the navigation of aircraft (see No. 4.101).
In accordance with RR No. 13.2, the Bureau reported such cases to the Radio Regulations Board (RRB), together
with its recommendations.

At its 89™" meeting in March 2022, the ITU Radio Regulations Board (RRB) considered the situation and
instructed the Bureau to issue a circular letter to the Member States to disseminate its decisions and other
background information about the prevention of harmful interference to RNSS receivers.

Following this instruction, the Bureau has prepared the present circular letter. It summarizes the RRB’s
decisions on the issue, formulates recommendations concerning mitigation of harmful interference to the
radionavigation-satellite service and provides the list of the relevant ITU-R reference documents.

1 “Member States recognize that the safety aspects of radionavigation and other safety services require special
measures to ensure their freedom from harmful interference; it is necessary therefore to take this factor into
account in the assignment and use of frequencies.”

International Telecommunication Union ¢ Place des Nations, CH-1211 Geneva 20, Switzerland ¢
Tel: +41 22 730 5111 * E-mail: jtumail@itu.int * Fax: +41 22 733 7256 * www.itu.int






Navigation with Signals of Opportunity (SOPs) THE OfI0 STATE UNIVERSITY

AM/FM Radio Cellular Digital Television
[Moghtadaiee et al. ‘14] [Gentner et al. ‘16] [Thevenon et al. ‘11]
[Park et al. ‘18] [Kassas et al. ‘17] [Yang et al. ‘14]
[P5|ak| 119] [Shamaei etal. ’21] [Chen etal. 116]
Iridium Orbcomm Starlink
[Benzerrouk et al. ‘19] [Rabinowitz et al. ‘00] [Khalife et al. ‘20]
[Tan et al. “19] [Khalife et al. ‘19] [lannucci et al. “20]

[Orabi etal ’21] [Kassas et al. '19] [Kassas etal. ’21]
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Ground Vehicle Navigation with Cellular SOPs
in @ GPS-Jammed Environment at NAVFEST
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Kassas, Khalife, Abdallah, & Lee (2022). | Am Not Afraid of the GPS Jammer: Kassas, Abdallah, & Lee (2022). Demo: | am not afraid of the GPS jammer: exploiting cellular
Resilient Navigation via Signals of Opportunity in GPS-Denied Environments. signals for accurate ground vehicle navigation in a GPS-denied environment. ACM Workshop on
IEEE Aerospace and Electronic Systems Magazine (July 2022 cover article). Automotive and Autonomous Vehicle Security (Best demo award runner-up).
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High-Altitude Aircraft Navigation with
Terrestrial Cellular SOPs



Cellular 4G LTE SOPs

Gentner et al., IEEE/ION
PLANS, 2016

Driusso et al., IEEE TVT,
2017

Del Peral-Rosado et al., IEEE
Access, 2018

Lee et al., ICCAS, 2019

Shamaei & Kassas, /ION
GNSS+, 2019

Yang et al., ION ITM, 2020

Abdallah & Kassas, IEEE TVT,
2021

Wang et al., IEEE TAES,
2021

THE OHIO STATE UNIVERSITY




What About High-Altitude Aircraft Navigation? THE OHIO STATE UNIVERSITY




'ATE UNIVERSITY




Region A: Edwards (rural)

Day 1 Day 2

Region B: Palmdale (semi-urban)

Region C: Riverside (urban)
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Region A: Climbing TearDrop Maneuver




Region A: Grid Maneuver




Region B: Climbing TearDrop Maneuver




Region B: Descending TearDrop Maneuver




Region B: Grid Maneuver
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Navigation with Megaconstellation LEO
Satellites
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Current
Constellation | Num ber
Starlink 2,300
OnewW eb 288
Tridium Next 66
G Iobalstar 48
O rocom m 36

Future

C onstellation | Num ber

Boelng 147
Onew &b 882
Kuiper

3,236
Am azon)
Starlnk 11,943

Starlnk (Full) 42,000



LEO Satellite Signals: Opportunities 0 e om0 Stare Unrvemsrre

Higher Received Signal Power Abundant
ﬁ#ﬂ MEO ~ 5,000-20,000 km

57K

LEO ~ 160-1,600 km

2019 29K

= 2029

Geometric Diversity Spectral Diversity
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Mysterious Signals Large Ephemeris Errors

Clocks Not as Synced and Stable lono. & Tropo. Delays

/




LEO-Based PNT Solutions
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PNT-dedicated LEO

LEO-Augmented GNSS

Fully-Opportunistic LEO

Cassel et al., ION ITM, 2022

Wag et al., Remote Sensing, 2022

Neinavaie et al., IEEE TAES, 2022

Ji et al., Sensors, 2021

Li et al., GPS Solutions, 2022

Psiaki, NAVIGATION, Journal of the
Institute of Navigation, 2021

lannucci & Humphreys., IEEE/ION
PLANS, 2020

Oligeri et al., ACM SPWMN, 2020

Kassas et al., Inside GNSS, 2021

Ardito et al., ION ITM, 2019

Racelis et al., ION GNSS, 2019

Farhangian & Landry, Sensors, 2020

Reid et al., NAVIGATION, 2018

Hsu & Jan, IEEE/ION PLANS, 2014

Khalife et al., IEEE/ION PLANS, 2020

Meng et al., IEEE ENC, 2018

Joerger et al., NAVIGATION, 2010

Kassas et al., Inside GNSS, 2019
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Opportunistic Positioning with Starlink LEO
Satellites
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Carrier Phase Approach Blind Approach
Khalife, Neinavaie, & Kassas (2022). The first carrier phase tracking and Neinavaie, Khalife, & Kassas (2022). Acquisition, Doppler tracking, and
positioning results with Starlink LEO satellite signals, IEEE Transactions on positioning with Starlink LEO satellites: first results, IEEE Transactions on
Aerospace and Electronic Systems. Aerospace and Electronic Systems.
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Carrier Phase Approach Blind Approach
Khalife, Neinavaie, & Kassas (2022). The first carrier phase tracking and Neinavaie, Khalife, & Kassas (2022). Acquisition, Doppler tracking, and
positioning results with Starlink LEO satellite signals, IEEE Transactions on positioning with Starlink LEO satellites: first results, IEEE Transactions on
Aerospace and Electronic Systems. Aerospace and Electronic Systems.
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Carrier Phase Approach Blind Approach

2D-RMSE: 7.7m 2D-RMSE: 10m

J. Khalife, M. Neinavaie, & Z. Kassas (2022). The first carrier phase tracking M. Neinavaie, J. Khalife, & Z. Kassas (2022). Acquisition, Doppler tracking, and
and positioning results with Starlink LEO satellite signals, IEEE Transactions positioning with Starlink LEO satellites: first results, IEEE Transactions on
on Aerospace and Electronic Systems. Aerospace and Electronic Systems.
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Starlink Spectrum after DR Compensation
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Frame Length of a Starlink Signal | e e

What is the frame length of a Starlink OFDM-like signal?

Autocorrelation of 5G singals
h Starlink Signal II
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' ' , By correlating the Starlink signal, .
I its period is found to be 1.32 ms '
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— First Results

M. Neinavaie and Z. Kassas (2022). Unveiling beamforming strategies of Starlink LEO satellites. ION GNSS+ Conference, Denver, CO.
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Opportunistic Navigation with Starlink LEO
Satellites



Navigation with Starlink Megaconstellations ([ T omosmre Univasiry

Neinavaie, Khalife, & Kassas, “Acquisition, Doppler tracking, and positioning
with Starlink LEO satellites: first results.” IEEE Transactions on Aerospace and
Electronic Systems (Most downloaded paper Jul. — Oct., 2022).

Kassas, et al. (2021). Enter LEO on the GNSS Stage: navigation with Starlink
satellites. Inside GNSS Magazine, pp. 42-51 (Cover article).
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Iridium LEO
E312 USRPs idium North
Antenna LNB Downconverter
CDA-2990
OctoClock \‘
NI USRP 2074 Septentrio el
AsteRx-i V
N
West / East
VHF Quadrifilar
Helix Antenna
4
A
South
GNSS cutoff

Total distance: 4.15 km

Total time; 150 s GNSS-aided INS
. _ Position RMSE: 118.47
Distance after GNSS cutoff: 1.82 km LE C_)-_aided INS

Time after GNSS cutoff: 70 s
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74 Starlink
2 Orbcomm

= Agrial vehicle's trajectory
e GNSS-aided INS
Position RMSE: 897.4 m

e | FO Doppler-aided INS
Position RMSE: 10.63 m

e | FO pseudorange-aided INS
Position RMSE: 7.31 m

Total distance: 15.43 km

Total time: 300 s

Distance after GNSS cutoff: 12.28 km
Time after GNSS cutoff: 240 s

GNSS cutoff
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LEO Satellite Tracking with Machine Learning



LEO Satellite Tracking with Carrier Phase Measurements THE OHIO STATE UNIVERSITY
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True Trajectory
GNSS+IMU
LEO+IMU

ntal Results: Localization Results Q r=on

Total Time:
Time after cutoff: 30 s

Total Distance: 2,888 m
Distance after cutoff:

Experiment Final Error (m)

IMU Only

IMU+LEO
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Opportunistic Differential Navigation with
Starlink LEO Satellites
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Neinavaie, Shadram, Kozhaya, & Kassas (2022). First results of differential Doppler positioning with unknown Starlink satellite signals. IEEE Aerospace Conference, pp. 1-14.
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