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Overview
 Threats to GPS and Our Critical Infrastructure
 Actionable Solutions for Hardening our Infrastructure and Residual Gaps
 Summary
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Global Positioning System
A Victim of its Own Success
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The Biggest Insider Threat: GPS Receivers
 Insider threats aren’t always people, they can be

“things” as well
• Chelsea Manning (2010): Leaked ~750,000 documents
to WikiLeaks
• Edward Snowden (2013): Leaked information on global
surveillance programs run by the NSA
• Stuxnet (2010): Infected PLC devices were used in and
ultimately destroyed Iranian centrifuges

 GPS receivers have become trusted insiders
• The Positioning, Navigation, and Timing (PNT) solution
provided by GPS is “blindly” trusted by many systems
• GPS receivers are essential to 11 of the 18 Critical
Infrastructure and Key Resource (CIKR) sectors

Industry must “open its eyes” to the potential
impact of GPS attacks and actively participate in
the defense of the services they provide
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GPS Enables our Critical Infrastructure
 Positioning, Navigation, and Timing (PNT) is not
identified as a Critical Infrastructure and Key
Resource (CIKR) sector but a majority of CIKR
sectors depend upon it
• There is no obligation for continued availability or
performance of the GPS system
• The occurrences of PNT disruption are increasingly
frequent and occur overseas and in the U.S.

 Continued availability of PNT service is in the
economic and strategic interests of the U.S.A.
• Enables other services to be provided at a lower cost
point to our citizens (good use of taxpayer dollars)

Government must accept its role in providing
assured PNT service or enabling industry to
provide assured PNT services
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Signal-in-Space Threat
 Signal in space threats are generally
categorized based on the failure mode they
induce in a GPS receiver
• Jamming: Partial or complete loss of ability to
receive GPS signals
• Spoofing: Tricking a GPS receiver into receiving
illegitimate signals

System

in the space and ground segments of GPS but
these errors are few and far between
• GNSS constellations are relatively close in
frequency so jamming events often impact all the
constellations
• It is only slightly less trivial to spoof multiple
GNSS systems than it is to spoof GPS alone
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 Many GNSS systems are available for use
but they provide minimal protection against
signal-in-space threats
• Other constellations are useful in detecting errors
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We cannot solve our
problems with the same
thinking that we used
when we created them.
- Albert Einstein
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The Sky is Not Falling
Real-world efforts to protect, toughen, and augment PNT infrastructure
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User Requirements Vary Widely
 A GPS problem does not necessitate a GPS
systems are vulnerable in the first place

• A singular focus on “fixing” GPS vulnerabilities does
not establish a secure system
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Protect, Toughen, and Augment PNT
Secure PNT Objectives
GNSS sources

Secure
Sky
Reception

Inertial References
and Alternative PNT
Sources
JAMMING, SPOOFING,
WEATHER ANOMOLIES,
ENVIRONMENT EFFECTS,
SATELLITE ERRORS,
GROUND STATION
MALFUNCTIONS,
OTHERS…

Measurement, Monitoring,
Analytics and Visualization

INTEGRITY

 Defend and protect PNT from
threats

 Significantly mitigate GNSS
RESILIENCY

VISIBILITY

disruptions through adoption
of best practices and/or use
of independent PNT sources

 Quickly identify and recover
from PNT disruptions
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Signal-in-Space Integrity & the Firewall CONOP
Physical Firewall at Electrical Substation

Unprotected PNT from the
Sky

Secure PNT for Critical Infrastructure
Network Firewall
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GPS Firewall: Verifying the Integrity of GPS Signals
 There are large deployments of GPS
receivers within our critical
infrastructure that do little to verify the
integrity of GPS signals

 GPS firewall protects GPS receivers
that would otherwise be vulnerable
• Uses multiple detectors to identify
waveform, data, and solution anomalies in
the GPS signal

• Synthesizes a hardened GPS signal for
downstream receivers to use

 GPS firewall assumes that threats will
evolve over time
• Detector algorithms are updated
analogously to virus scanning software
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Competent Receiver Testing
 Responsibility for deploying competent GPS
receivers or GPS systems is and should
remain in the hands of system integrators
• System integrators can make the best decisions

Excerpt from “Responsible Use of GPS for Critical
Infrastructure” Briefing – Kevin Skey, 06 Dec 2017

based on the specifics of their system
• No need for a “one size fits all” standard that GPS
receivers would be tested against

 GPS threats are evolving similar to the way in
which IT network threats evolve
• Having a “one size fits all” standard only addresses
currently known threats, a better compliance model is
NIST 800-53 where guidance is given but
implementation is left to the system integrator
• New GPS threat vectors need to be publicized so that
industry can rapidly address them similar to the way it
addresses IT threats
– There is some assumption that Industry has the capability
to rapidly update systems to address new threats

GPS Threats are Not Going Away and
Will Continue to Evolve
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Resiliency: Inertial References
 Inertial references (e.g. inertial measurement

Atomic Clocks

units, frequency references) provide continuity
of PNT service during GPS outages
• Highly complementary to GPS because they aren’t

 Inertial references also play a substantial role
in validating the integrity of GPS signals
• The independent solution from oscillators or IMUs
provide an incontrovertible reference that can be
used to evaluate the integrity of the GPS solution
• Higher stability frequency references and IMUs
improve the ability of a system to detect GPS
spoofing events

Timing Error (seconds)

susceptible to the GPS threat vectors
• Selection of an oscillator or IMU depends on the
application requirements for operating duration
without GPS

Oscillator Type Determines How Long
A System Can Operate Without GPS
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Resiliency: Alternative PNT Sources
 Alternative sources of Positioning,
Navigation, and Timing (PNT) distribution
provide a high level of system resiliency
• PNT solution from multiple systems can be
compared to ensure validity of the signals
• Alternative PNT sources provide continuity of
operations when other sources are unavailable
• Alternative sources of PNT distribution should
be as orthogonal to GPS as possible to
minimize the number of shared threat vectors

Time offset (GPS)

Time offset (Alternative source)

 PNT sources must all be traceable to the
same timescale (e.g. UTC(USNO))
• Distribution technologies such as Precise Time
Protocol almost always access UTC(USNO) via GPS
• Without access to UTC(USNO) via independent
sources, we are doomed to be dependent upon GPS
• How does industry access UTC(USNO) without using
GPS?
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Visibility: Reporting GPS Anomalies
 Ability of a system or its operators to
quickly recover from anomalous GPS
events is greatly aided by real-time
diagnostics and reporting
• Knowing is half the battle: Knowing that GPS is
suspect reduces time spent identifying and
localizing the issue
• Most users don’t actively monitor the health of
GPS and the install and forget culture needs to
be changed

 Potential for Industry to sense and report
on GPS health is high due to the number
of deployed GPS receivers
• Need an established mechanism or process that
enables industry to report GPS issues
• Need an established mechanism for distributing
that information to other industry users
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Summary
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Summary
1. Actively defending GPS
systems in critical
infrastructure is an industry
responsibility but government
must openly share threat
information
2. Access to UTC(USNO) is
required for industry to fully
participate in providing
additional PNT distribution
systems
3. Industry can leverage
significant assets in the
monitoring of GPS health but
needs a mechanism for
reporting issues

Ensure the integrity of
GPS signals by using a
GPS firewall to analyze
signals and update
threat information
Improve the resiliency of
GPS systems by using
inertial references and
alternative PNT sources

Provide visibility to
system operators by
quickly identifying and
reporting on GPS
anomalies
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