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Spoofing Demo
June 2012

University of Texas,
Austin

Prof Todd Humphreys




Spoofing Demo
June 2013

www.youtube.com/watchev=ctwQEC



https://www.youtube.com/watch?v=ctw9ECgJ8L0
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“How To Steal A Ship”
2 June 2017

Change Course 5° to right
Increase speed 2 knots
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Tutorial — Build Your Own GPS Spoofer
December 2015

Hackers Convention
Las Vegas



First Open Source Spoofing Report in U.S.
December 2015

DHS: ‘Drug Traffickers Are Spoofing Border Drones’ —
Defense One
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Pokémon Go —

Location Deception for All
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June - July 2016

RUSSIA BEYOND engiish@ Lifestyle Culture Travel Education Business His

Why is the Kremlin ‘transporting’” GPS
users to Vnukovo airport?
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June 2015 Street View, Google September 2016 Street View, Google

June 2015 Street View, Google September 2016 Street View, Google

o

June 2016: First Public Reports of GNSS Spoofing Near Kremlin
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The Kremlin Eats GPS for Breakfast October 2016
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June 2017, M/V Atria
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Motor Vessel Atria
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June 2017, M/V Atria
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CAPT Gurvan LE MEUR
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Black Sea Spoofing Activity
January 2016-November 2018
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Black Sea Spoofing Activity : T Yy )
January 2016-November 2018 = /
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St. Petersburg Spoofing Activity
January 2016-November 2018
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Ships at St Petersburg Airport
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Vladivostok Spoofing Activity
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Accidental GPS Spoofing
Nails Cell Phones in Portland

Oct 2017

Easily Spoofing Them All at Once —
Inside GNSS

June 2018

Next Level of Danger

“All Your GPS Are Belong to Us” -~

Spoofing GPS & Maps

Virginia Tech & UEST China
July 2018



. Unitea Sates Government Accountabay Ofice
GAO Report to the Committee on Armed
Services, U.S. Senate

= WEAPON SYSTEMS
CYBERSECURITY

DOD Just Beginning

of Vulnerabilities

‘GPS Hackers could send
weapons to wrong target.’

17 Oct 2018

Russia claims US spoofed drones w

to attack base.

25 Oct 2018



Spoofing — Cost | Capability T Ease of use

Las Vegas, Dec 2015 US Southern Border
Dec 2015
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Persian Gf, Jan 2016 4 sites Russia Pokemon

600+ ships  July 2016
2016 - Present Portland

Oct 2017
All GNSS at Once

June 2018

Signals & Maps
Jul 2018



“GNSS alone is insufficient for Safety of Life and other critical applications’ —
European Union
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What to Do?

* Protect — GPS Signals

* Interference detection
e Enforcement

° Toughen — Users & Equipment
*  Anti-jam, anti-spoof

* Standards, requirements, costs

* Augment — w/other signals & sources
* US Govt Announcements 2008, 2015 “eLoran”



4 December 2018

National Timing Security and Resilience Act
of 2018

(part of Frank LoBiondo Coast Guard Authorization Act of 2018)



Global Disruption Monitoring
Potential from Low Earth Orbit

e Global situational awareness

e Near real time

* Ability to alert users

* Special benefit to aviation and maritime

Encourage further research and publications
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