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The spread of GNSS jamming

Author: PatrickMiles November 27, 2012 S PI REN-IZ

Quality:

| like that jammer because it is simple. You don't have fo be a rocket scientist if you want to use it.
Nothing special is here, just plug it in and it is done. Another thing | like about this small gadget is
that it has precisely calculated output signal power so it never comes out of my car and that is just
perfect because nobody can spot and frack that jammer.

Author: AndyDecker November 7, 2012

Quality:

I'm a truck driver and I'm working with one company for almost four years and we’ve frusted each
other. | hauled their cargo and everything was ok, until they have decided to install a tracker in my

lorry. | was really angry and I've decided to protect my privacy myself. Now | just plug that thing in
my car lighter slot and enjoy my ride!

Author: Stewie Cctober 2, 2012
Quality:

I'm using this GPS jammer for aimost a month. | like it, it jams GPS and leaves everything else
untouched, exactly what | needed. With it I'm sure | won't be tracked, and it fits my budget!

Drines jamming system

Total RF output power : 550W (Adjustable output power for each band)
Quadcopters/Drones remote controls frequency taype 6 bands:

1. 5.8Ghz 5500-5900MHz (or 5.0-5.9Ghz) -50W

2. 2.4Ghz 2400-2500 MHz - 100W

3. Remote Control 433 MHz -100W

4. Remote Control 868 Mhz - 100W

5. GPS L2 1227.60 MHz - 100W

Long distance drones jammer Take down drones

-
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drones jammer
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Drines jamming system Range: 1500~3000 meters(-75dBm@Omnidirectional antennas).
The jamming distance will be varied depending on the signal strength and location.
Power supply: AC adapter (AC220V-DC27V or 24V/ 40-50 Amp)

Adjustable Output Power each Band, Stand-alone modular design and individual power control.
Temperature over protection.



GNSS jamming — Real world reports

SPIRENT

Commercial Aviation
« Over 90 incidents of GPS jamming reported by pilots through NASA's Aviation Safety Reporting
System (ASRS) since 2013

« Philadelphia North East Airport (PNE) — FCC Agents detected a GPS jammer that was operating
in a nearby car park — and causing intermittent jamming of a GPS approach procedure.

Clark Regional Airport (JVY) - Android tablet frozen showing the aircraft approx. 10 nm to NW
of JVY....The PIC visually identified what he mistakenly thought was JVY and proceeded to fly
Southbound towards the field.....noted the runway configuration did not appear consistent with
the airport of intended landing.

“Complete GPS loss of signal as we crossed the coast in point to RPLL (Manila). Signal was lost
for remainder of flight. Also on takeoff from RPLL we had a complete loss of GPS signal until
coast out. No notice on NOTAMs viewed. No notices on RPLL ATIS.”

Mexico City MMMX — Several ASRS reports of GPS Receiver outages whilst on final approach
to the international airport — thought to be caused by jamming

7

T

= Telecoms

» » Complaint from a cell provider in Florida that its cell. phone tower sites had been experiencing
interference: Forfeiture Order affirms proposed $48,000 forfeiture against a man for using a cell phone
signal jammer in his car while commuting to and from work on a Florida highway over a 16-24 month
period (Source COPUOQOS Scientific and Technical Subcommittee Meeting presentation, Feb 2017)



RFI — Real world reports
P e
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Loss of operator control involving a remotely piloted aircraft at MCG

® Drone failed to respond to “Return to home” function and manual overrides.
m Post assessment concluded RFl interference was most likely

Take- off and landing area,
on top of the south-western
scoreboard at the MCG
( Melbourne i
Cricket
Ground

Approximate flight path of the fs
RPA (shown in yellow)

\ Appfo ximate area where
ontrol of the RPA was lost

With a GNSS signal the drone should have returned to home, without a GNSS
signal the Drone should have maintained position and then descended slowly
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GNSS jamming — Detection in the real world
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Spirent Paignton, UK German Airport

e Spirent has seen over 15000 GPS L1 interference events since fielding sensors in
2015

* Qur interest is in the characterization and replay of threat waveforms in a simulated
environment (impact assessment)



GNSS Spoofing — its emergence as a real threat

= DEFCON 23, Las Vegas, August 2015 oEF CON
= Huang and Yang Spoofing Demonstrations

SPIRENT
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Real GNSS Spoofing reported
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NEWS THREATS POLITICS MANAGEMENT  TEC Reported |n preSS 17th December 2015

= Highlighted attempts to jam and spoof drones patrolling

US/Mexico border

= Attempted GPS spoofing in the real world reported for the

el e very first time
DHS: Drug Traffickers Are o ) .
Spoofing Border Drones = Criminals using technology to attempt to disrupt GNSS

DEGEMBER 17,2016 | BY PATRICK TUGKER
The homeland security agency, and local law
enforcement as well, are looking to harden its drones
against attack, but that comes at a price. Hometans -/

Technology ~

The drug cartels aren’t just buying golden Uzis anymore

As the U.S. Customs and Border Protection agency, or CBP,
has upped its drone patrols along America’s Mexican border,
narcotics traffickers have responded with expensive technology
of their own

Reported in press 27 December 2016

BCE [loporu BeayT
B Nynkoeo!!!!

Added 4 minutes ago

= Car drivers experience “strange problems” in St

KaK A TYT okasanca? A xe Ha

HabepeXHol y MpamMopHOro
6 MMM Hasag

Petersburg

= Car Sat navigation systems show location near Pulkovo

airport when they are actually in city centre

= Possible GNSS spoofing by government?
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Real examples of GPS Spoofing — Pokemon GO v
SPIRENT.

2+ Follow

) ) . no Pokémon GO News "
my little brother literally has his phone attached PokemonGoNews el ki
to the ceiling fan so he can hatch his eggs on . .
Pokemon Go So i heard if u tie your phone on a fan it counts as if ur When you're too lazy to hatch your own eggs in
o walking on pokemon, but no one said it could fly off n #PO kemon GO
1 break your samsung tablet &
#ofallthechances

26 ssn  MENANA0EME

” 7:56 AM - 12 Jul 2016

RETWEETS LIKES

da@nRSENAEm

4:42 AM - 13 Jul 2016

Spirent Communications PROPRIETARY AND CONFIDENTIAL 10



Real examples of GPS Spoofing

Spoofing at Application Layer

Programs can be modified to “offset” a position

Applications can be used to “fake” position
information inside android, which is then
presented to the Pokemon Go! Application

These are actually mainly developer applications
that were developed to test location aware
applications

Pokemon Go Developers were quick to
implement checks in their application to ensure
only “real” GPS locations were used.

CopterSafe

mmmmm

NFZ mod for Inspire 1
$300.00

e
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Real examples of GPS Spoofing — Pokemon Go

Spoofing the RF Channel

With the developer tools blocked, people
started looking at spoofing GPS

* Quick and dirty using
« HackRF
« GPS-SDR-SIM

« Pokemon Spoofing setups were being
shared within weeks of release

« Spoofing now becoming available to a
new generation of hackers....

e
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The importance of testing Spoofing

performance SPIRENT
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= Performance of a timing receiver subjected to introduction of Spoofed GPS L1
frequency signals using SImSAFE
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Humphreys (UoT)

Evolution of GNSS Hacking Attacks et
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RFID ha*ng

Miller and Valasek

demonstrate Jeep Huang and Yang 7
Cherokge hack  Spoof GPS Signals # &

Balduzzi paper on
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For profit Malware

Key & certificatd ~Nation state hacking

based attacks of foreign countrips’
systems

Viruses and worms

First telephones
hacked

() Advanced Ransomware (e.g.,
Persistent Threats Cryptolocker, Petya, Locky)
Point of Sale (POS)

DDoS attacks
malware

= |IT threats were seen early on — lots of warnings, eventually many significant events
=  GPS threats much more recent — but warnings are there to see....

= As an industry we can'’t afford to wait for a significant event to occur that could easily have
been avoided
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Evaluating Resilience — top level approach

SPIRENT
Risk Implement
IS ., . .
Test vs threats mitigation
Characterisation of Real world threat test of Evaluate performance —
environment — derive systems and devices repeat risk assessment
requirements for operation in periodically

degraded/denied GNSS

RX

Mitigation
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options / '
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Improved
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Spirent Insights
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m GPS/ GNSS has unique advantages and will remain as a key component for Position,
Navigation and Timing for the foreseeable future

® |nterference threats are widespread — the GNSS spectrum isn’t clean

m Other threats are also important to consider — e.g, Solar Weather, Scintillation, Spoofing,
Segment errors, Cyber

m Qur evidence shows that real world GNSS threats can affect PNT systems in very
unexpected ways

= Too much talk, not enough “do something about it”

= A lot of talk about impacts of threats but there are actions that can be taken today to improve the
robustness of GNSS systems

= Need for the Responsible Disclosure of vulnerabilities in Commercial sector
= Use GPS/GNSS in the Protect Toughen Augment (PTA) framework (Bradford Parkinson)
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When trust breaks
down...

Join the GNSS Vulnerabilities group on LinkedIn to find out more about GNSS jamming
and spoofing



mailto:adam.price@spirent.com
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