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Introduction 
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 Since GNSS is the cornerstone of PNT, in order to provide and employ GNSS 

service while ensure the security and reliability of the service, studies and 

measures on such issues as compatibility & interoperability, PTA and IDM 

are in demand. 

 It should be noticed that emerging navigation technology and business 

navigation are also entering PNT area, and their capability of providing 

secure services are crucial to the end users as well. 

 In most occasions, GNSS work with several other navigation techniques to 

satisfy a common or specified requirement(s), so GNSS cannot only pay 

attention to themselves when meeting the security challenge. 

 From the end users’ point of view, everyone relating to PNT service provision 

behavior should share the responsibility of service security. 



World Wide Concern and Participation of PNT 
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Global Regional Augmentation 

GPS 
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Multiple PNT Service Participants 

——GNSSs and  SBASs 
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Multiple PNT Service Participants 

——Other Augmentation Systems and Emerging Technologies 
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Pulsar navigation Earth-magnetism Navigation 

Quantum Positioning 

&Time Synchronization 
Micro PNT eLORAN 

Cell Navigation 
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Multiple PNT Service Participants 

——PNT Related Technologies 
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Multiple PNT Service Participants 

——Various Behavior Entities 

Governments 

Commercial 
companies 

Universities 
Scientific 
Research 

Institutions 

Individuals 

Unknown 
Behaviors 

Manufacturers 
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Numerous PNT Beneficiaries 

LBS 

Meteorology 

Forestry 

Railway 

Transportation 

Communication 

Search and Rescue 

Electric Power 
Shipping Aviation 
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Reliable PNT Service  Meets Common Need 

 Effective, Assurable and Traceable  PNT technologies and services are 

pursued by both PNT providers and  beneficiaries 

 Effective refers to meeting function and performance requirements. 

 Assurable refers to sufficient reliability and security. 

 Traceable refers to verifiable and recordable for tracing back to. 

 Within above factors, heavy loss avoidance, public security, commercial 

interests, and personal PNT privacy protection are included.  
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Reliable PNT Service  Meets Common Need 

 

 5 Levels of Reliable PNT 

Feasibility 
Maturity 

Effective 

Assurable 

Traceable 
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PIT 

P 
I 

T 

PNT Service Provision 

PNT Benefits Involved 

PNT Action Trusted 

Common Security Protection 



PNT Global Common Security (PNT/GCS) 

6 aspects of GCS 

General Aspect 

National PNT· Business/Nongovernmental PNT 

GPS·  GLONASS· Galileo · BDS 

GNSS  ·  Non GNSS 

PNT Techniques · PNT related Techniques 

PNT Providers ·  PNT Beneficiaries 



PNT Global Common Security (PNT/GCS) 

General Aspects 

 To provide effective, assurable and traceable PNT services, necessary 

measures and common security responsibilities should be carefully 

concerned by all PNT participants, which may involve following 

factors. 

 Laws and Regulations 

 Maintaining Steady Collaboration Mechanism 

 Resource Sharing 

 Common Standard Compliance 

  Technical Skills and means 

 Provable and Traceable Evidence 



PNT Global Common Security (PNT/GCS) 

National PNT· Business/Nongovernmental PNT 

 To release national navigation techniques and related information 

 To encourage and promote green business navigation service 

 To investigate inter-complementary between national and business 

navigation services 

 To monitor business navigation duty fulfillment 

 To evaluate mutual capability of national and business navigation 

continuously 



PNT Global Common Security (PNT/GCS) 

GPS· GLONASS· Galileo · BDS 

 COMPATIBILITY & INTEROPERABILITY 

 Protect, Toughen, and Augment (PTA) 

 Interference Detection & Mitigation (IDM) 

 C-Band (5010-5030 MHz) for RNSS 

 S-Band (2483.5 – 2500 MHz) for RNSS  

 …… 



PNT Global Common Security (PNT/GCS) 

 Legal Protection ：prevention of interference to BDS and other GNSSs 

 To promote BDS and its service become National critical infrastructure 

 Spectrum Protection — protecting GNSS services 

 Stringent Legislation — taking strong stance against GNSS jamming 

 Spreading Inhibition — prohibiting illegal jammer 
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GPS· GLONASS· Galileo · BDS 



PNT Global Common Security (PNT/GCS) 

IDM System Construction 

In September 2013 ,the State Council issued ―National mid-long term 

development plan of satellite based navigation industry‖, stating the IDM 

system  should be completed by 2020. 
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干扰检测与削弱系统 

信息处理 

中心系统 
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无线电监测系统 

GPS· GLONASS· Galileo · BDS 



PNT Global Common Security (PNT/GCS) 

GNSS  ·  Non GNSS 

Non GNSS techniques such as eLoran, wireless optical navigation, micro 

PNT and mobile base navigation, etc. 

Interchangeability 

Autonomous navigation capability 

Optimum combination of techniques and its recommendation in certain 

application environment 

Inapplicability evaluation of single technique 

Verification and evaluation of common PNT application capability 
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PNT Global Common Security (PNT/GCS) 

PNT Techniques · PNT Related Techniques 

PNT related techniques such as electronic maps, communication and 

measurement techniques, etc. 

Security responsibility classification 

Personal PNT privacy protection measures 

PNT capability improvement and promotion of relates techniques 

The max-min requirement of PNT provision from related techniques 

Broader cooperation between international organizations 
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PNT Global Common Security (PNT/GCS) 

PNT Providers ·  PNT Beneficiaries 

Including direct  or  indirect  beneficiaries  and  particularly 

important in special occasions, such as SBAS.  

Specialized statement and terms 

Commitment and non-commitment 

Exclusive and common responsibilities in special application 

areas 

Tracing measures for security duty identifications 

Relationship between minimum provision and maximum profit 
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 To coordinate and define common security responsibility 

 To form and yield the PNT system benefit 

 To weigh the cost of service security  

 To settle service commitment and related law and regulation 

issues 

 With the emerging of advanced and mature techniques, 

systems and techniques which cannot guarantee personal or 

social security are going to be rejected gradually. 
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Challenges 



 The issue ―PNT Global Common Security‖ should be 

deliberated and studied, and better based on broader 

international  cooperation  and  construction  of 

coordination mechanism. 

 High attention should be paid to business navigation 

and emerging  technology which may have  strong 

influence to the future PNT. 

 Common obligations and responsibilities of GNSS in 

credible global PNT applications should be classified 

and evaluated. 
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Suggestions 
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 Thank you for your attention！ 

Haitao@aoe.ac.cn 


