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Decimated DDM sequences
Each DDM 1 minute apart

From Martin Unwin (SSTL)

Autumn 2014: DDMs over eastern Europe exhibit striping corruption.
Cause: structured interference in GPS L1 band with structure similar to
C/A code. Similar patterns manifest elsewhere around globe.




in the wild.

At present, civil GPS spoofing is a rare, minor
nuisance.

But experiments demonstrate that spoofing
effects can be serious, especially for critical
infrastructure.



Is the threat of civil GPS spoofing
serious enough to warrant a
change to the GPS signal-in-space?



Q2: How effective are SIS-side
spoofing defenses?

Q3: By how much would such
defenses increase receiver cost?
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NMA has been advocated for over a decade:
Scott (2003) [10]

Internal MITRE memoranda

Wesson (2012) [5]

Kerns (2014) [6]

No surprise that Europe is moving forward
with NMA on Galileo [7]



 Based on TESLA (keys successively revealed
after use period)

Status
* Draft blueprint complete

* QOver-the-air testing took place in summer
2014

e Journal paper forthcoming




 Targeted to CNAV on L2C and L5

 Low rate: <1 security bit per second avg.

 Hybrid of TESLA and digital signature scheme
(e.g., ECDSA, BLS)

Status

* Draft blueprint complete

* Optimized scheduling across constellation
* Receiver demonstrates NMA + SCER det.
e Journal paper forthcoming



GPS users worldwide; patches a serious
vulnerability in civil GPS
Case Against

 Narrow uplink pipe leads to long time between
authentication (9 minutes; compare Galileo at
10-20 seconds)

 Response from industry: “If it’s not on L1, it’s
not much use.”

 Bad time to be adding requirements to OCX



Much higher SBAS data rate (250 bps) will
support short time between authentication.
2. Digitally sign GPS LNAV data, then broadcast
signatures over WAAS quadrature channel:
cross authentication.
3. Encourage GNSS mfrs. to adopt simple

receiver-autonomous defenses such as Pincer.
4. Plan for NMA on L1C.
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