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Electronic warfare (EW) has historically
been a highly classified topic. But its recent
spillover effects on civil systems far from
any battlefield demand more open
discussion and research on the topic.
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September 2023, First clear case of GPS spoofing of commercial aircraft:

“Further, the IRS didn’t work anymore. We only realized there was an issue because the
autopilot started turning to the left and right, so it was obvious that something was wrong.
After couple of minutes we got error messages on our FMS [flight management system]
regarding GPS, etc. So we had to request radar vectors.Ve were showing about 80 nm off
track. During the event, we nearly entered Iran airspace (OlIX/Tehran FIR) with no
clearance.”



GNSS RX 1
GNSS RX 2
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In response to the alarming recent uptick in
GNSS jamming and spoofing, and the dangers this
poses for civil aviation, the ITU World Radio
Conference passed a resolution in December

2023 to emphasize the protected status of the
GNSS LI and L5 bands.

But it was not possible to get agreement on the
resolution without introduction of an caveat that,
ironically, weakens protections of these bands.




RESOLUTION 676 (WRC-23)

Prevention and mitigation of harmful interference to the radionavigation-
satellite service in the frequency bands 1 164-1 215 MHz
and 1 559-1 610 MHz

The World Radiocommunication Conference (Dubai, 20
considering
that the radionavigation-satellite service (RNSS) in the frequency bands 1 164-

1215 MHz and 1 559-1 610 MHz is used in eral acronautical and maritime communication,
gation and surveillance safety-of-life systems;

that the RNSS is used for safety-of-life applications, for scientific applications and in
many applications and devices around the and across all sectors of the global economy, as
described in Report ITU-R M.24

c) that harmful interference to the RNSS has potential consequences for safet ems used
by aeronautical and maritime applications, and for the regularity and efficiency of civil aviation
operations

that the International C D) taken action to reinforce

P Y . I

Ty

resolves to urge administrations

to apply nece / measures to avoid the proliferation, circulation and operation of

unauthorized transmitters that cause, or have the potential to cause, harmful interference to RNSS

ms and networks operating in the frequency bands 1 164-1 215 MHz and 1 -1 610 MHz,
ding possible measures that might need to be taken with respect to recognizin

- to take the following actions to prevent and mitigate harmful interference affecting the
RNSS operating in the frequency bands 1 164-1 215 MHz and 1 559-1 610 MHz without prejudice
to the right of administrations to deny access to the RNSS, for security or defence purposes:




This explicit caveat implies that
GNSS interference is here to stay:
Any country claiming a defensive
purpose can jam or spoof GNSS
with impunity.
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The interplay between attacker and
defender in EWV is best understood in
terms of signal orthogonality and
probability theory.
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The practical EW parameter space is 5-dimensional. Two
received signals are orthogonal if they are sufficiently different
from each other along any one of these dimensions.
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Defender’s goal: Maintain all vital links above SNR thresholds
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Frequency Time Polarization Azimuth & Elevation
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Jammer’s goal: Deny defender’s vital links as inconspicuously as possible
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Jammer’s strategy: Efficiently eclipse authentic signals; maximize overlap
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Naive jamming: Conspicuous and ineffectual
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Naive jamming: Conspicuous and ineffectual
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Spoofer’s goal: Deceive or deny vital links
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Spoofer’s strategy: Mimic authentic signals across parameter space and (if possible) content
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Q: If one were to design a wholly new
radio-based PNT system with the
benefit of hindsight, how would it
look?
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Inexpensive flexibility within the 5-D parameter space




Primary benefit is
extraordinary
time/frequency agility

Xilinx RFSOC: 8 ADC/DAC ports. 12-bit ADCs @ 4.1 Gsps.
Powerful FPGA with embedded CPU. All for less than 40 dB$.



2019  $3k

2021 $1.3k

‘|l \
Extraordinary spatial ,,ﬂf*""" /&/ ~— 2024 $600
and polarization agility

Starlink user terminal epitomizes recent advances in phased array technology.
Half duplex, single-beam 30-35 dBi gain (6.4-3.6 deg. beamwidth).



Up to 16 beams servicing
a cell, each with its own
240-MHz channel within

10.7-12.7 GHz band Single uplink beam per UT

Each user
terminal could
be serviced by a
dozen or more

candidate SVs Per satellite:
48 downlink beams

16 uplink beams

Starlink’s frequency and spatial agility are the keys to its
surprisingly robust performance in Ukraine
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Beamforming is more
cumbersome at lower
frequencies (e.g., L-band).
Fully digital beamforming is
highly flexible but expensive
and susceptible to
amplifier/ADC saturation in
hostile RF environments.
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Space deployment allows for enormous arrays even at sub-GHz frequencies. Bluewalker 3
satellite focuses dozens of ~ 2.5-deg. beams on surface to support direct-to-handset comms.




Tight beams oriented in
unpredictable directions pose a
daunting challenge for offensive EWV.
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As a last resort, a defender can hide
behind the 0, line.
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A simple rule for hiding behind the O, line:
The nearest transmitter dominates.

Attenuation « (dB/km)

@ @
a=20 a=20 a =10
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The tables being tilted in favor of
defense may eventually provoke a
radical response.



~100 kW nuclear power unit

Tun cucremn: AnepHan
INEKTPONUTAHMA  DHEProyCTaHOBKA
HOBOFO NOKONEHWA

™mna A3Y 25M

Pazpaborumk -

OAO “KpacHan 3se3na”

Cpox
AKTHUBHOrO
CYyWeCcTBOBAHNA, NeT He menee 7

Russia may be pursuing a radical escalation of EVV:
A nuclear-powered interference source in space.


https://www.thespacereview.com/article/3809/1

Mobi

-
1]]
L

Space




THE UNIVERSITY OF TEXAS AT AUSTIN
RADIONAVIGATION LABORATORY



	Untitled Section
	Slide 1
	Slide 3: Spillover
	Slide 4: Electronic warfare (EW) has historically been a highly classified topic.  But its recent spillover effects on civil systems far from any battlefield demand more open discussion and research on the topic.
	Slide 5
	Slide 6
	Slide 7
	Slide 8: September 2023,  First clear case of GPS spoofing of commercial aircraft:  “Further, the IRS didn’t work anymore.  We only realized there was an issue because the autopilot started turning to the left and right, so it was obvious that something w
	Slide 9
	Slide 10
	Slide 11
	Slide 12: In response to the alarming recent uptick in GNSS jamming and spoofing, and the dangers this poses for civil aviation, the ITU World Radio Conference passed a resolution in December 2023 to emphasize the protected status of the GNSS L1 and L5 ba
	Slide 13
	Slide 14: This explicit caveat implies that GNSS interference is here to stay: Any country claiming a defensive purpose can jam or spoof GNSS with impunity.
	Slide 15: Mind the Distribution
	Slide 16: The interplay between attacker and defender in EW is best understood in terms of signal orthogonality and probability theory.
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26: Green field PNT
	Slide 27: Q: If one were to design a wholly new radio-based PNT system with the benefit of hindsight, how would it look?
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38: As a last resort, a defender can hide behind the cap O sub 2 line.
	Slide 39
	Slide 40: Escalation
	Slide 41: The tables being tilted in favor of defense may eventually provoke a radical response. 
	Slide 42
	Slide 43
	Slide 45


