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Background

* Prac-ademic (EU/UK adviser: transport/policing)
e Areas — Road, Air (AMM) & Space

» Safety; Security (counter-terrorism)

* Policing (cross border/comparisons)
e Technology — (autonomous systems)

Finalist of the 2024 UN SDG Digital
GameChanger Award (Goal 16 & 17)




THE FUTURE OF TRANSPORT

Sustainable and Connected Transport
.... the future (virtual and physical)

"Mark my word...a combination airplane
and motorcar is coming."
- Henry Ford, 1940










Policing — Autonomous systems
(CAV's/NVTOL's/UAV’s)......
Opportunities vs. Challenges
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O MERGING TECHNOLOGIES — (RISKS)
HOW TO RESPOND?






ISSUES: CHALLENGES & RISKS (CAVs)

- Lack of coordination (governance) efficiency (sharing of knowledge internally
and externally)

- Policing technology! Increase on police time/demands to policing/social
acceptance

- Enforcement and prosecution

- Remote use (BVLOS) — for good and bad...... influence/impact of space.....

- Self-builds.... (and maintenance of UAV’s)

- More accidents/collisions? (civilian and police)

- Swarms of drones (organised crime/criminal use/CAV’s)

- Carrying dangerous cargo/risks to VTOL's

- Cross border movements (more capacity and capabilities)

- Ultimately Stopping technology .... (UAV’s/autonomous systems........ ) o



Challenges

:::::

"One major underlying concern across industry
sectors is the lack of tested and fully vetted drone
detection and counter-drone systems"

The big issues on people’s minds:

* How can we be proactive in detection?
* How do we keep pace with technology?
* What can we do?

* What other steps we can take to mitigate CAV
events?

" * What does the law say?
= ¢ \What are the risks of actions taken or not taken....

Who has the right/responsibility to bring down a drone or stop
a CAV?

...... .. LEGALITY ISSUES



Legal concerns and related
challenges....
Not quite black and white!

- Changes to the air system/space (U-Space and UTM): NASA
- Definitions......

Aircraft: “Any machine that can derive support in the atmosphere
from the reactions of the air other than the reactions of the air
against the earth’s surface.”

“Unmanned aircraft systems (UAS) are a new component of the
aviation system”

* Who owns the airspace..... (blurring of air and space)

 Damaging a CAV (what is a UAV: landscape set to change..... And
complicate matters more......)

* UAS/VTOL interference (from Space, jamming...... by the
policel......) risks...... (proportionality — unintentional/intentional)

* Anti-jamming technology....... ITU




ISSUES: CHALLENGES & RISKS

GNSS spectrum protection and interference detection and mitigation - spectrum
management; the mitigation of radio frequency interference - radionavigation satellite services
(RNSS)

- Stopping CAVs (UAV/VTOL)

“Protecting this ecosystem is essential for the safe and satisfactory
operation of the growing number of devices, applications and
autonomous vehicles that rely everyday on positioning and
navigation systems on air, sea and land.” (ITU, 2022)
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Space and International Law

The "Broadcasting Principles”

* The Principles Governing the Use by States of Artificial Earth Satellites
for International Direct Television Broadcasting

General Assembly resolution 37/92 of 10 December 1982

Harmful interference is defined in both No. 1.169 of the RR and
in No. 1003 of the ITU Constitution, as “interference which
endangers the functioning of a radionavigation service

Special attention needs to be paid to safety services (aeronautical, maritime
and radionavigation), that require absolute international protection
(No. 15.1 RR)

ITU objective is to ensure interference-free operations of radiocommunication systems
but puts much of the responsibility back to the respective nations.........
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https://www.unoosa.org/oosa/en/ourwork/spacelaw/principles/dbs-principles.html

Jamming CAV'’s
Necessity and Legalities
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About 46,000 aircratt have logged GPS problems over Baltic Sea
since August, says report
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' The Rise of Automotive Hacking in 2023










Safety & Security: The influence of 9/11 to the EU Framework.’
Research in Transportation Economics — Special Edition DOI:
10.1016/j.retrec.2014.07.004 Vol. 45, pp. 24-33

The evolution of aviation: In times of war and peace - blood tears

and salvation! International Journal on World Peace (2014) Vol.
XXXI No. 4 Dec. pp. 49-79
‘CONTEST'ing Chicago. Origins and Reflections: Lest we forget!

International Journal of Private Law (2015) Vol. 8, No. 1, pp. 73-98
“To practice justice and right’ — international aviation liability: have
lessons been learnt? International Journal of Public Law and Policy

(2015) Vol. 5, No. 2, pp.

ASEAN Open Skies — Aviation Development in 2015: ‘Blue or
cloudy skies? Annals of Air and Space Law (2016) Vol. XL. Pp.
607-654

Single European Skies: functional airspace blocks: Delays and

Responses. Air and Space Law (2016) Vol. 41, no. 3, Pp. 201-228

Flying challenges for the future: Aviation preparedness — in the
face of cyber-terrorism. Journal of Transportation Security. (Part
delivered to UN): First published online Sept. 2016. December
2016, Volume 9, Issue 3, pp 191-218.

BREXIT: A bolt from the blue! — Red sky in the morning? Issues in
Aviation Law and Policy (2016) Volume 16, No. 1. Autumn, pp 83-

119.

Green and level playing fields: A paradox of virtues. DUMPING
— Anti-competitiveness. Int. J. Public Law and Policy (2016) Vol.
5, No. 4, 333-367

Fox, S. J. & Ismail, R. The skies the limit! — Open Skies with
limitations. European Journal of Comparative Law and
Governance (2017) Vol. 4, 7-42

Fox, S. J. & Ismail, R. The skies the limit! Collaborating to
open the skies with China — Challenges and opportunities.
European Journal of Comparative Law and Governance
(2017) 4, pp 387-422

THE RISE OF THE DRONES: Framework and Governance —
Why risk it! 82 J. Air L. & Com (2017) 683-715

Borderless skies! Sovereign dominance, Regionalism: Lessons
from Europe. [JWP (2017) Vol. XXXIV, No. 4, pp 9-41

“Mobility and Movement Are ‘Our’ Fundamental Rights”. . .
Safety & Security — Risk, Choice & Conflict! Issues in Aviation
Law and Policy (2017) Volume 17 No. 1. Autumn, pp 7-43
Policing - the technological revolution: Opportunities &
Challenges! ..... Technology in Society (2018) 56 (2019) 69-78.
POLICING: MONITORING, INVESTIGATING and
PROSECUTING: Drones. European Journal of Comparative
Law and Governance (2019) 6, 1-57



Policing aviation and keeping peace: intelligence-fed security.
International Journal on World Peace (2019) Vol. XXXVI, No.1
(March) pp. 63-92

Positioning the Drone: Policing the Risky Skies, Issues in Aviation

Law and Policy (2019) Volume 18, Issue 2. Pp 295-332.

Fox, S. J. & Martin-Domingo, L. EU Enforcement Mechanisms:
Passenger Rights EC Regulation 261/2004. Annals of Air and
Space Law (2019) XLIII pp. 167-202

Policing Mining: in outer-space Greed and Domination vs. Peace
and Equity A governance for humanity! Resources Policy (2019) 64
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The ‘risk’ of disruptive technology today (A case study of aviation —

Enter the drone), Technology in Society (2020) doi:
https://doi.org/10.1016/}.techsoc.2020.101304

Fox, S. J. & Martin-Domingo, L. EU Air Passengers’ Rights Past,
Present, and Future: In an Uncertain World (Regulation (EC)

261/2004: Evaluation and Case Study), J. Air L. & Com (2020) 85
An ‘obligation’ to provide air travel: In the Covid-19 era (A European

perspective) 20 Issues Aviation L. & Pol’y (2020) 27
Tracking the position: Global satellite navigations in Europe.
Expanding man's understanding ‘GALILEQ: 2020
Communications Law (2020) Vol. 25, No. 4, 191-208.

Evolution: Police Cooperation in the EU, European Journal
of Comparative Law and Governance (published online
ahead of print 2021) 8, 396-428. doi:
https://doi.org/10.1163/22134514-bja10020

"Past Attacks, Future Risks: Where Are We 20-years After
9/1172." Journal of Strategic Security 14, no. 3 (2021) : 112-157
DOI: https://doi.org/10.5038/1944-0472.14.3.1964

Available at: https://digitalcommons.usf.edu/jss/vol14/iss3/6
Past Events: in hindsight! 20 years after - 9/11. Issues in
Aviation Law and Policy (2021) Vol. 21, No.1, Autumn. 85-122.
Roam Like At Home! - The mobile phone and the EU consumer
market. Communications Law (2022) Vol. 27 No.2, 58-76
DRONES: Foreseeing.... a ‘risky’ business? Policing the
challenge that flies above. Technology in Society (August:
https://doi.org/10.1016/j.techsoc.2022.102089)

‘Exploiting — land, sea and space: Mineral Superpower’ In the
name of peace: A critical race to protect the depths and heights.
Resources Policy (2022) Vol. 79, December

Securing the “Space” Above Us: Reflections on the Past — to
Consider Tomorrow’s Challenges . . . Today. Issue in Aviation
Law and Policy (2022) Vol. 22 Autumn 2022. Number 1. 35-65.
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Road Safety — A Global Emergency; The EU Direction of Travel
(In the Covid-19 era) European Journal of Comparative Law
and Governance (2022/23) Vol. 10 47-80.

The UK's 'appetite’ for Space: An Increased Craving! Journal of Air
Law and Commerce (2023) 88.4

A Blueprint for the Carriage of Passengers . . . into Space (Lessons
Learnt!), 23 Issues Aviation L. & Pol'y

“The evolving ‘Space’ in the EU: A Circular Journey” Annals of Air
and Space Law (2024) 48

2024: SPACE ‘TOURISM’ A Framework for Ensuring ‘safe and
orderly development’ - Lessons learnt from the U.S. and Aviation
Journal of Air Law and Commerce (in press)
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