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Summary

- Background

- What is GPS Forensics?

- Cases and Devices with Location Data
- Real Data, Real Issues, Real Pitfalls

- Discussion/Questions

**Videos and select information redacted for web-posting**
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Background

US Coast Guard
- Maritime Navigation and Law Enforcement.

- Provided digital forensic support to over 12 other
Federal, State, and Local Agencies.

- Extracted/Analyzed Hundreds of GPS units.
Certified Forensic Computer Examiner (CFCE)
Cellebrite Certified Physical Analyst (CCPA)
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GPS Forensics - Legal Realm
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Location Data Applicability

Nearly any type of case in which location, timing,
and activities are a factor.
Distracted Driving
Dram Shop
Adult/Child Supervision
Fire and Explosion
Workplace Safety
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Devices with Location Data

Cellular Phones / Smart Phones
Laptops with GPS Feed (maritime)

GPS Navigation Units
-Hiking - Bicycling - Maritime - Automotive
Venhicle Infotainment / Telematics Systems
Fithess Trackers

Other Mobile Devices
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Real Datas Real Issues
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Smart Phones
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Analysis & Presentation
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Vehicle Infotainment Systems

Date/Time ~  Event Identifier

Event Type Action
11/24/2014 01:41:29 PM Driver door was closed at 2014-11-24 13:41:29 closed
11/24/2014 01:41:22 PM Driver door was opened at 2014-11-24 13:41:22 opened
11/24/2014 01:09:32 PM Driver door was closed at 2014-11-24 13:09:32 closed
11/24/2014 01:09:26 PM Driver door was opened at 2014-11-24 13:09:26 opened
11/24/2014 01:09:07 PM Driver door was closed at 2014-11-24 13:09:07 closed
11/24/2014 01:09:01 PM Driver door was opened at 2014-11-24 13:09:01 opened
11/24/2014 01:05:42 PM Passenger door was closed at 2014-11-24 13:05:42 closed
11/24/2014 12:33:47 PM Passenger door was closed at 2014-11-24 12:33:47 Door closed
11/24/2014 08:46:23 AM Driver door was closed at 2014-11-24 08:46:23 Door closed
11/24/2014 08:46:19 AM Driver door was opened at 2014-11-24 08:46:19 Door opened
11/24/2014 08:45:37 AM Passenger door was closed at 2014-11-24 08:45:37 Door closed
11/24/2014 08:45:27 AM Passenger door was opened at 2014-11-24 08:45:27 Door opened
11/24/2014 08:45:20 AM Driver door was closed at 2014-11-24 08:45:20 closed
11/24/2014 08:45:14 AM Driver door was opened at 2014-11-24 08:45:14 opened

Start Time Call Type

02/25/2014 02:58:06 PM Incoming
( : 02/25/2014 05:03:28 PM > Incoming
. i B A, A 02/26/2014 12:08:25 AM Bra e Incoming

02/27/2014 04:34:37 PM o Incoming

\V\
"-\ 02/28/2014 05:22:54 PM . SN Incoming
' 02/28/2014 08:39:06 PM  Eiacnes Incoming
L | 03/01/2014 02:18:10 PM ok g 4 Incoming
] ! : A

¥ 03/01/2014 05:08:04 PM e SNt Incoming
b g e . : § [03/01/2014 053153 PM  SE U, Incoming
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**Screenshot of animated sequence**
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Contact Information

Matthew Peterson, CFCE
Digital Forensics

206.262.7923
mpeterson@robsonforensic.com
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