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US DOT SPD-7 High-Level PNT IDM Strategy
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• Actively Detect and identify L-Band Interference Emissions
• Focus on In-Band and Adjacent Band Interference
• In partnership with other Federal Departments/Agencies

• Leverage Space, Ground, Fixed, Transportable, and Mobile
• Sensor Equipment Already in Operation | System-of-Systems
• Adapt/Enhance to Cover GNSS Interference

• Joint Federal, State and Local – Civil, Military
• Establish Multi-Federal-State MOA & CONOPS

• State and Local Law Enforcement Involvement
• Focused for Critical Ports and Infrastructure Protection
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US DOT SPD-7 PNT IDM High Level Requirements
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• # 1 Implement Federal Interagency PNT IDM Capability
• Implementation Efforts Started in FY2022

• # 2 Coordinated with DoD and DHS and Other Agencies
• Two Major Coordination Activities On-Going for MOA, CONOPS and SOPs

• # 3 Facilitate State, Local & Commercial Implementation
• Next Major Phase to Kick-Off in FY2023

• # 4 Must Cover Safety, Security and Scientific Purposes
• Partnering with Aviation Cyber Initiative PNT Activities

• # 5 Must Cover In Band and Adjacent Band Emissions
• Technologies and Processes Developed for Implementation Readiness

• # 6 Leverage Fixed-Mobile Assets & Sensor Technology Innovations
• Two Leverage Activities Initiated

• # 7 Use Open Architecture and Modular Frameworks
• Next Key Activity to Start Planning in FY2023

• # 8 Establish Multi-Layer Space, Airborne, Terrestrial & Cyber
• Layers Established in FY2022 – Initiated Airborne / Terrestrial – Space / Cyber will follow

• # 9 Centralize Reporting-Coordination for Regulatory Enforcement
• Initiated MOA Revisions – CONOPS Developments – Common Operational Tools 
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Interagency Present PNT IDM Capability Posture
• Federal Government CBL IDM Present Posture = Reliant on User Identification, 

Detection and Reporting of GNSS Interference, Based on Subjective User Assessment of 
Operational Disruptions or Impacts.

• Joint IDM Technology Implementation Initiative = Independent Dedicated Technology 
for Automated Monitoring of GPS Interference Signals by Chartered Federal Interagency 
Partners to Improve Faster Resolution of CBL Incidents. 4
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Interagency Future PNT IDM Automated Posture
• Federal Government IDM Future Posture = Implement Automated Identification, 

Detection and Reporting of GNSS Interference, Based on System-of-System Measurements 
Validate Subjective User Assessment of Operational Disruptions or Impacts.

• Common Visualization Environment = Common Operational Picture from Technology 
and Automated Monitoring of GPS Interference Signals Available to All Chartered Federal 
Interagency Partners for Common Situational Awareness. 5
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Interagency PNT IDM Joint Concept of Operations
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DIU Unique Mission Strategic Goals
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DIU Harmonious Rook = Ideal for DOT’s PNT IDM

• Turn the Vulnerability Into a Solution:
• Billions of distributed, networked GNSS devices act as sensor discovery 

for PNT disruptions
• Inform the use of custom, hardware centric solutions with timely 

classification and attribution
• End-to-End Unclassified Workflow:

• Maximize discretion for sharing and dissemination with civil agencies, 
allies and public

• Domain agnostic datasets:
• Broad coverage, classification of events, and confidence in reporting 

(AIS, ADS-B, IoT, SIGINT); Multi-source-Multi-Vote
• Mixture of rule-based and ML analytics:

• Performance verification unsupervised clustering models
• Actionable insight to both the analyst and the operator:

• Operator View: Can I expect degraded PNT on this mission?
• Analyst View: Is there a new anomaly in my AOI?
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US DOT SPD-7 PNT IDM Requirements Mapping
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SPD-7

CJCSM 3320.02E

Shared Common PNT 
Disruption Requirements to:

● Verify Integrity of GPS Environment
● Detect, mitigate, and increase resilience
● Identify, locate, and mitigate GPS Disruption
● Detect, Mitigate, and increase resilience to

GPS manipulation
● Detect + Report GPS manipulation
● Provide timely reports of GPS manipulation
● Take action to mitigate GPS disruption
● All users must report all EMI, regardless of

severity, intensity and duration
● Report, Track, Analyze, Resolve EMI
● Verification + Characterization
● Geolocation + Identification
● Resolve at lowest level
● Ensure agencies tracking EMI trends

Detection of EMI
(Spoofing +Jamming)

Geolocation for action

Mitigate/Resolve

Notify in a
Timely Manner

Trend Analysis

Awareness at 
User level

Capability 
Need

Harmonious 
Rook     
Goals

EO 13905
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US DOT-DOD Joint Harmonious Rook PNT IDM Initiative
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Initiating the Interagency Automated Processing Fusion Center
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Predicting GNSS Interference
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Harmonious Rook – Domestic Prototype
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Harmonious Rook Test and Evaluation Approach
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Sprint 1 – Data Curation, Assessment, and Procurement
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Sprint 2 – Aerial Modeling Workflow
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Harmonious Rook – Domestic Prototype Status



DIU Harmonious Rook ML/AI To GOAT Visualizations
GPS Operational Awareness Tool (GOAT)

GOAT Emerged From Joint Urgent Operational 
Need (JUON) CC-0575. Currently Displays: 

● Commercial RF sensing & geolocation of EMI
● RF propagation models at user defined altitudes

Could Ingest
● Harmonious Rook “Affected Users & Geolocation Data”

Detection Models

Exports anomaly 
detection; affected 
user heat maps, 
and estimated 
geolocation
to external tool

Could Enable
● Unclassified detections to COP tools
● LOS Analysis from Affected Users for JX geolocation
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Conceptual Visualizations

Other PNT-GNSS Interference Data 
Collection Activities

For Near Term Integration with 
GOAT
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DEEP Collections To GOAT Visualizations

Exports Direct: monitoring physical layer or phenomena of the PNT source 
(e.g., electromagnetic spectrum such as RF, Doppler shift, etc.) and Indirect: 
monitoring derived observables or phenomena from another medium using 
host platform (using data from GPS aided systems to detect GPS EMI like 
AIS or ADS B) to GOAT Tool
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NGA HRTR Collections To GOAT Visualizations

Exports Software-Defined Receiver 2 Gigasamples/s with digital 
Down Conversions of GNSS signals in real-time using FPGAs 
Supporting both traditional observations and detailed signal 
observations to GOAT Tool
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Thank You for Your Time
Q&A
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