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Existing and Emerging Threats
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1,978,000 hits on “GPS Jammer”




Critical Infrastructure Key Resource Sectors
(CIKR)
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Patriot Watch Initiative

Protect the Nation’s 18 Critical Infrastructure &
Key Resource Sectors (CIKR)

System-of-Systems, Open Architecture, Multi-
Phased/Multi-Layered Approach

e Near Real-Time Situational Awareness of Position

Navigation and Timing (PNT) Interference

— Leverage Existing mature capabilities & focus on the data, less on

system/device

— Common Data Structure for Information Sharing

— Persistent Monltorlng for Situational Awareness
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Patriot Watch Architecture
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http://cp.home.agilent.com/agilent7/s7viewers/flash/genericzoom.swf?logo2=false&serverUrl=/agilent7/is/image/&contentRoot=/agilent7/skins/&locale=en&config=Agilent/AGILENT-IMGSET&image=Agilent/PROD-1414739-IS�

PNT Monitor overview
Agilent ‘minnow’ system: typical hardware installation

PNT Monitoring points (Agilent N6841A)

TS

PNT monitor locations selected to
detect illegal transmitters along
common access routes adjacent to
sensitive PNT support equipment.

Information is networked back to
central monitoring and alert via
UNITRAC.

Information monitored and acted
on by FAA agents.
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PNT Monitor overview

Agilent ‘minnow’ system: software architecture

Alarms formatted into
common UNITRAC messages

PNT Monitor Points

UNITRAC Analysts
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Jammer Geo-Location
Port Of Entry Concept
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 |Integrated with Camera System

« Alert Enforcement Personnel to Jammer Presence
 Detect & Track Jammers Approaching Entry Point
e Multi-Lane Distinction

« UNITRAC Database Connection
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GPS Jammer Source Signal
Characteristics — Digital Library
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PNT Collaboration

Sites
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Homeland Security Information Network
Welcome to HSIN

User Name:

Password:

re accessing a U.S. Government information system, which includes (1) this computer, (2)
this computer network, (3) all computers connected to this network, and (4) all devices and
storage media attached to this network or to a computer on this network. This information

system is provided for U.S. Government-authorized use only. Unauthorized or improper use or
access of this system may result in disciplinary action, as well as civil and criminal penalties. By
using this information system, you understand and consent to the following: You have no

reasonable expectation of privacy when you use this information system; this includes any
communications or data transiting or stored on this information system. At any time, and for
any lawful government purpose, the government may, without notice, monitor, intercept, search
and seize any communication or data transiting or stored on this information system. The
government may disclose or use any communications or data transiting or stored on this
information system for any lawful government purpose, including but not limited to law
enforcement purposes. You are NOT authorized to process classified information on this system.

DO NOT PROCESS CLASSIFIED INFORMATION ON THIS SYSTEM

U.S. Department of Homeland Security

-

Application Login Page

Login Email: ||

Password: |

| Logon to PNTIP |Fﬁﬁet‘

Change password? Lost password?
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Conclusion

FAA, FCC, DHS and other Government agencies
working closely to address PNT IDM

Collaboration and teamwork is key to successful
PNT IDM

Leverage existing mature technologies and
collaborate to obtain interference data

Collecting data to support formal analysis;
trends on jammers

Research is underway for alternative sources of
time



QUESTIONS?

John.Merrill@dhs.gov
(202) 447-3731 PNT PMO
(202) 731-9628 Mobile
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