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Presenter
Presentation Notes
Increased dependence on space-based PNT signals brings with it the need to guard national critical infrastructure key resources against intentional or unintentional interference. The U.S. government has assigned responsibility for domestic GPS interference detection and mitigation to the Department of Homeland Security.  
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Topics of Discussion

e Governance

o Existing/Emerging Threats Assessments

e Patriot Watch — A National Capability
— Critical Infrastructure Key Resources
— CONOPS Development
— PNT Incident Portal/Central Data Repository

— National Sensor Capability initiatives

U.S. Department of
UNCLASSIFIED Homeland Security

United States
Coast Guard
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Presentation Notes
I am going to tell you about a project in the U.S. to build a national GNSS IDM capability called Patriot Watch.
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Interference Detection & Mitigation (IDM)

*|DENTIFY
*ANALYZE
| OCATE
*ATTRIBUTE
*MITIGATE
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Presentation Notes
The goals of this system will be to Identify, Analyze, Locate, Attribute, and Mitigate sources of interference to GPS signals


() UNCLASSIFIED

Existing and Emerging Threats

Cell Phone WiFi

Cell Phone
& GPS
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Presentation Notes
We are aware of various products being imported into the U.S. under the guise of Personal Privacy Devices.  You can find these devices being sold online for well under $100, some as little as $30.

They are being used for a variety of purposes: 
To defeat a vehicle tracking system
Cut off cell phone use in schools, jails
Etc.

These devices are illegal!
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Product Reviews WRITE A REVIEW

1. Fantastic service and it really works!
Posted by Unknown on 29th Jul 2010

Fast delivery no hassles, fantastic

2. Perfect!
Posted by Tont VALENTE on 20th May 2010

Ive worked in Japan and for some of the biggest companies in the world included Nike and playstation and
K-1, and The Signal JAMMER is a first class company to order from. Better than ebay with customer service
and great products to help you in this ever changing world.

3. It works
Posted by Unknown on 4th Feb 2010

| plugged it in and it knocked out my Tom Tom and XM Radio.

4. Great GPS blocker
Posted by Greg USA on 15th Jan 2010

This gadget is great. Within moments of plugging into my lighter all gps systems were completely blocked,
including my trak stik. Great company to do business with...honest with good communication.

U.S. Department of
Homeland Security

United States
Coast Guard
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In fact, you can even find reviews of the products online.
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Regulations in the U.S.

U.S. Federal statutes and regulations
generally prohibit the manufacture,
iImportation, sale, advertisement, or
shipment of devices, such as jammers,
that fail to comply with FCC regulations.

U.S. Department of
Homeland Security
United States
Coast Guard
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Presentation Notes
In order to protect critical infrastructure use of GNSS signals, if not already in place, it may be that all countries will have to consider enacting laws to control the use of these devices within their territorial boundaries.

U.S. Federal statutes and regulations generally prohibit these devices in the U.S.   There are no rules to govern the use of the devices, therefore any operation is non-compliant with the regulations.  So in effect, ALL are illegal with the exception of sales to and use by authorized federal government users.
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Regulations in the U.S.

U.S. Federal Statutes — Communications
Act

e 47 U.S.C. § 301 Unlicensed (unauthorized)
operation prohibited

« 47 U.S.C. 8 333 — Interference to authorized
communications prohibited

e 47 U.S.C. § 302a(b) Manufacturing, importing,
selling, offer for sale, shipment or use of
devices which do not comply with regulations
are prohibited

U.S. Department of
Homeland Security

United States
Coast Guard
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Here are some of the applicable laws that have been around since the Communication Act of 1934.  This act established our Federal Communications Commission (FCC).  

Unlicensed operation is prohibited and interference to authorized communications is prohibited.  GPS signals fall in to a highly protected frequency authorization for aeronautical radionavigation.

47 U.S.C. § 301: “No person shall use or operate any apparatus for the transmission of energy or communications or signals by radio within the United States except under and in accordance with the Communications Act and with a license granted under the provisions of the Communications Act.”
47 U.S.C. § 333: “No person shall willfully or maliciously interfere with, or cause interference to, any radio communications of any station licensed or authorized by or under this Act or operated by the United States Government.”
47 U.S.C. § 302a(b)  : “No person shall manufacture, import, sell, offer for sale, or ship devices or home electronic equipment and systems, or use devices, which fail to comply with regulations promulgated pursuant to this section.”
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Regulations in the U.S.

Telecom Agency Rules - FCC

« 47 C.F.R. § 2.803(a) - marketing is prohibited
unless devices are authorized and comply with
all applicable administrative, technical, labeling
and identification requirements.

« 47 C.F.R. § 2.803(e)(4) - marketing is defined as
“sale or lease, or offering for sale or lease,
Including advertising for sale or lease, or
Importation, shipment, or distribution for the
purpose of selling or leasing or offering for sale
or lease.”

U.S. Department of
Homeland Security

United States
Coast Guard
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FCC regulations also address the marketing of these devices and also make mention of labeling and identification requirements

We have indications that there is some false labeling being done to skirt import and telecommunications regulations or in fact items lack any type of proper FCC labeling altogether.  Importation under false pretenses is also illegal under US laws.  

Sec. 2.803 “Marketing of radio frequency devices prior to equipment authorization. (a) Except as provided elsewhere in this section, no person shall sell or lease, or offer for sale or lease (including advertising for sale or lease), or import, ship, or distribute for the purpose of selling or leasing or offering for sale or lease, any radio frequency device unless: (1) In the case of a device subject to certification, such device has been authorized by the Commission in accordance with the rules in this chapter and is properly identified and labeled as required by Sec. 2.925 and other relevant sections in this chapter; or (2) In the case of a device that is not required to have a grant of equipment authorization issued by the Commission, but which must comply with the specified technical standards prior to use, such device also complies with all applicable administrative (including verification of the equipment or authorization under a Declaration of Conformity, where required), technical, labeling and identification requirements specified in this chapter.”  
Sec. 2.803 (e)(4)  Marketing, as used in this section, includes sale or lease, or offering for sale or lease, including advertising for sale or lease, or importation, shipment, or distribution for the purpose of selling or leasing or offering for sale or lease. 
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7 PUBLIC NOTICE
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Federi:L Communications Commission B R R
44512 St" S.W. Internet: http://www.fcc.gov
Washington, D.C. 20554 TTY: 1-888-835-5322
DA 11-250

February 9, 201 |

Enforcement Advisory No. 201 1-04

FCC ENFORCEMENT ADVISORY

CELL JAMMERS, GPS JAMMERS, and OTHER JAMMING DEVICES

CONSUMERS BEWARE: It is Unlawful to Use “Cell Jammers” and Other Equipment
that Blocks, Jams, or Interferes with Authorized Radio Communications in the U.S.

U.S. Department of
Homeland Security
United States
Coast Guard
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Recognizing the need for education, the FCC recently issued a public notice designed to make people aware of te illegal nature of the devices citing the laws governing manufacture, sale, import, and use of jammer equipment.
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CIKR Sectors

Agriculture and Chemical

: Food

Banking and Finance

B Critical Manufacturing

Emergency Services

-
Government Facilities .j Healthcare and Public Health
).

Nuclear Reactors, Materials
and Waste

National Monuments and
lcons

Postal and

W Transportation Systems

U.S. Department of
Homeland Security

United States
Coast Guard
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DHS policies regarding IDM are designed to protect our Critical Infrastructure and Key Resources .

While putting requirements into perspective, studies have attributed U.S. critical infrastructure into 18 CIKR sectors… This is misleading however… 

Energy for example:  Numerous utilities tie into the national power grid… each is considered a sub-component of the Energy sector.  

Telecommunications….

Banking and Finance….
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Extent of GPS Dependencies

Stock

ATM
Exchanges

Intemet

Energy Plants
B anking

¥t

Switching Towers

Pl
Rail Yards N@nals

T g O]

Wirelezs
Internet

Relay Position
To 211 Dispatch

C= Centers

Metworks

Arceas
GlE fhap

GPS Supporting Communications Systems
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You can see how different infrastructure sectors have multiple dependencies.

Power Grids: 
Use PNT for electric line phasing
Optimized management and distribution of energy based upon needs and demands of customer base
More economically controlled transfer of energy between regional stations
Keep the supply of electrical energy safer, more reliable, and more economical
Selectively switch line faults in the shortest time possible
Banking: 
Use PNT for time sync/pps
Provide a worldwide single time reference accurate to 50 nanoseconds (0.00000005 seconds)
Trade information verification between stock exchanges around the globe
Enable worldwide time-critical trading and banking transactions
Accurate data-log of all transactions and increased security infrastructure 
Consumer base increased flexibility to conduct transactions with deceased overhead to the banking industry
Transportation: 
FAA, Railroads, Cargo: Support coordinated movement of critical materials and supplies
Support optimal routing of materials and supplies in a timely manner
Support redirection of materials and supplies when deemed necessary to overcome unplanned disruptions
Communications: 
Use PNT for time sync/pps
Faster and more efficient response of emergency services 
Improved and more accurate billing services
Geographic Information Systems: ability to read maps and navigate with cell phone

All of it gives us all the ability to expand beyond regional markets to the global market place
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Patriot Watch System

o System-of-Systems approach to provide real-time

monitoring (preparedness), location & notification
(response) of GPS interference for protecting the
Nations CIKR Sectors.

— Designed with government & commercial hardware

— Persistent monitoring yields situational awareness

— Timely response to anomalies

— Sensor placement based on PNT CIKR Criticality

— Remains operational when GPS systems is “stressed”

Collective Effort by various USG entities

Significant Cost and Risk reduction by taking full
advantage of mature, existing systems

U.S. Department of
Homeland Security

United States
Coast Guard
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To that end, we are developing a domestic GNSS interference detection capability.  This is a system-of-systems approach to developing a national sensor capability to protect the CIKR sectors.  Various interference detection networks will be able to be displayed in iCAV as layers.

By utilizing existing mature systems, we will be able to significantly reduce costs and risks.

I cannot emphasize enough this is a collaborative effort… 

We are in the initial stages of developing a strategic plan to map Patriot Watch.
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Patriot Watch - Concept

National capability to detect & mitigate GPS interference INCONUS,
supporting PNT and CIKR resilience

Leverage technologies to rapidly detect

and locate interference GPS Satellites

Provide standard response process 7 .

and protocols to notify of abnormality ff/ a7y gy
)

Establish command & control authority to
mitigate events
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| L{@Q)

Monitoring '-..L '
Network
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“Patriot Watch” is being developed as a national sensor capability….  First…. We are tying together an array of existing government and commercial equipment to alert to GPS interference to protect U.S. domestic interests as part of the national interference detection system. 

Future sensor capabilities will be specifically placed to further protect the nation’s CIKR.  

Besides linking together existing government equipment, Governments should consider what other capabilities already exist in their areas that may not be readily apparent as a possible interference detection array (GPS enabled mail or product delivery vehicles, mobile phone networks, vehicle tracking companies, state and local GPS enabled emergency vehicle networks, any where you can find a single point of entry for information coming from large networks of GPS receivers)

This system will mature over the next several years.  
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PNTIP Application Login Page

Login Email:

Password:

Logon to PNTIP

Change password? Lost password?

1o enzure thet their ues iz suthorized, fr menersment of the system. to Bcilitsts protaction seainst
vnswthorized accezs, snd to verify the sacurity of thiz system.

During meonitoring, infoomation mey be exsmined, reconded, copied, snd veed for svthorized purpoess. Al
informetion, including personal infemetion, placed on or zent over thiz swstem may be mondtored. Tze of thizs FAA
comparter, swthorized or vnewthorized, constitutes conzent t0 monitoring of thiz system.

Unawthorized ves may subject you to crimins] prosecution. Evidence of unewthorized vee collected during monitorine
may be ueed for administretive, crimvins] or sdverss sction. Uz of thiz system constitwtes conzent to moqitoring fg

U.S. Department of
Homeland Security
United States
Coast Guard
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We are developing an IDM organizational tool called the PNT Information Portal.  To help provide for a coordinated government response to an IDM event, all information regarding any given event will be logged in this data base.  
The data will be accessible by authorized users.
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Ticket Information
TIX Opened: [4/5/2006  |1445

Name: |Cabala Event Start: |10/12/2009 |0001 4

TIX Closed: | | "|| Phone: [2022678584 Event End: | | Ef
Event Information
Ident: [ORL Equip: |GPS  +| City: |ORLANDO St:|FL ~|

Event Type: |GPSTESTING ~|  Freq: 134523

Impact: | OTHER ~

0

ARTCC: | -

JSIR: |45-9875432

Svc Area: |[ESA i

User Rowr: |Garmin 196

Related TIxX1; [NOC1008344
Related TIXZ2: |

Cost: |1.50055

Platform: j

Delays: |0.0 Alt.: 120,00

Event Summary

Suspense: |12,.f31,"2I]I]EI j

Extend

Lead Org: |GPSOC ~

Private: [

Source: |Unintentiuna| Emitter j
Sub Source: |We|der j

Lat.: |29.431052
Long.: [-3230785

TA# SPC GPS 2004-351  Affected Centers: Z1X AND ZMA Dates: 1 Jan 06 - 31 Dec 04,

Event Notes (4000  chars rem

Due to pre-launch testing of Global Positioning System (GPS) satellites, GPS is unreliable and may be unavailable

»

within a 5nm radius of Cape Canaveral, FL (282814n0803448w) at FL100 and FL 4,000ft AGL. _|
Authorized dates: 1 Jan 06 - 31 Dec 06, ﬂ
Event Log

10/30/0981019 (gpssocuser) Sample entry into the EVENT LOG for testing purposes J

Uniteag oSwates

Coast Guard
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Users will be able to see data logs in real time as watchstanders enter information and users can get notifications of different events that they sign up for.  
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We are attempting to have access through the Homeland Security Information Network.  Thje section has been started but we are still working on the access part of PNTIP.
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Authorized Users will be able to post information and documents relating to events for storage and future access.
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Patriot Watch sensors will feed into a Graphic User Interface and be overlayed on other layers of CIKR.
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Geospalial Information Infrastructure (GII)
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The GUI will be able to drill down to street level and show where different CIKR are located and which GPS receivers are experiencing problems.  This will help with geo-location of the interference source so as to be able to deploy government resources to track it down.

And that is a basic look at the Patriot Watch System being developed by the Department of Homeland Security.
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QUESTIONS?

Rick.Hamilton@uscg.mil

703-313-35930

John.Merrill@dhs.gov
202-447-3731
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U.S. Department of
Homeland Security
United States
Coast Guard
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Presentation Notes
GNSS interference is not just a problem within the United States, this is a global issue.  As more and more of the world's infrastructure becomes dependent upon GNSS signals, we must all be more vigilant to respond to interference events.  The U.S. Government is committed to exercising its ability to eliminate interference threats to critical infrastructure and key resources.  

With Patriot Watch, the U.S. is honing our ability to do just that.
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