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Presenter
Presentation Notes
Increased dependence on space-based PNT signals brings with it the need to guard national critical infrastructure key resources against intentional or unintentional interference. The U.S. government has assigned responsibility for domestic GPS interference detection and mitigation to the Department of Homeland Security.  
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Topics of Discussion

e Governance

o Existing/Emerging Threats Assessments

e Patriot Watch — A National Capability
— Critical Infrastructure Key Resources
— CONOPS Development
— PNT Incident Portal/Central Data Repository

— National Sensor Capability initiatives
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I am going to tell you about a project in the U.S. to build a national GNSS IDM capability called Patriot Watch.
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US DHS IDM Mandates
 Collect, analyze, store, & disseminate interference
reports from all sources to enable appropriate
Investigation, notification & enforcement action.

« Coordinate United States domestic capabilities to
Identify, analyze, locate, attribute, & mitigate sources of
Interference to GPS & its augmentations systems.

« Develop & maintain capabilities, procedures &
techniques, & routinely exercise civil contingency
responses to ensure continuity of operations in the
event that access to GPS signal is disrupted or denied.
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In the U.S., various mandates require coordination of existing processes and development of new capabilities to detect, locate and mitigate sources of GPS interference.  This includes the ability to collect and store interference reports for analysis by enforcement authorities.

Mandates also require that we develop, coordinate, and exercise capabilities to locate and put a stop to sources of interference.
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US DHS IDM Initiatives

« DATA: Collect, analyze, store, & disseminate interference

Incidents from all reporting sources

e TOOLS: Coordinate US domestic capabilities to identify,

analyze, locate, attribute, & mitigate sources of interference

to the GPS & its augmentations

e ACTION: Develop & maintain capabilities, procedures &

techniques, & routinely exercise civil contingency responses

to ensure continuity of operations in the event that access to

GPS signal is disrupted or denied

United States

U.S. Department of
UNCLASSIFIED Homeland Security
Coast Guard
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Requirements have been broadly categorized into data, tools, and action to address, the problem:

 Detect, locate, attribute and mitigate sources of interference
Collection of data to analyze 
A common platform for sharing of information from all sources
Utilize tools for DF capabilities
Collection of EMI signatures for forensics to quickly locate and attribute potential hazardous situations…
Human actions to scrutinize the data and use all available tools for protecting the CIKR sectors 
Exercise contingency plans to fully understand a jamming environment
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Existing/Emerging Global Threats

GPS and GSM Jammer
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The United States is fully aware of the existence and use of GNSS interference devices.
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US Government Measurements

18109135 FEB 24, 2018

Wideband RFI Source fr 100 amn wnTon 0 @8
measured occupying ;‘g'i" i B
approximately 20 MHz .;..;.725,2 e
— 5 MHz below L1 and .

15 MHz above L1.

lPMI ll 0 HNE
P 20 maec

cLutL lmi“i’iu'iouz
RES BW 200 KWz VBH’ 100 kMz

7189: 2
159103 FEB 24. 2010 WKR 1.57642 6Mz

=74.99 dBa

-~
-

REF -10.0 dBm SATTEN @ dB
PEAK

Normal L1 passband
] Spectrum when RFI

1.57542 GHz

-74.99 dBf it . 7 SRQ ’ : )
s Source Is not present.

United States

U.S. Department of
UNCLASSIFIED Homeland Security
Coast Guard



Presenter
Presentation Notes
We have documented the first case of a portable jammer in the U.S..  

We have the means for detection and prosecution for use of such interference devices.   

This is a recent example of how GNSS interference was detected and remedied through cooperation among Federal Aviation Administration, FCC and other agencies.
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US Government Finding
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The interagency effort led to the detection and confiscation of an intermittent interfering device. 
A driver in New York City was geo-located, intercepted, and when he stopped, the GPS jammer was confiscated.  He had no idea it was affecting anything outside the car and had no idea he was also interfering with other authorized radio services. 

USG is making concerted effort to curb the flow and use of these devices in the U.S. and, should they make their way in, locate, confiscate and prosecute the user. 

USG is also making concerted effort to educate the public on the illegality of using these devices
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Regulations in the U.S.

U.S. Federal statutes and regulations
generally prohibit the manufacture,
importation, sale, advertisement, or
shipment of devices, such as jammers,
that fail to comply with FCC regulations.
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Presentation Notes
In order to protect critical infrastructure use of GNSS signals, if not already in place, it may be that all countries will have to consider enacting laws to control the use of these devices within their territorial boundaries.

U.S. Federal statutes and regulations generally prohibit these devices in the U.S.   There are no rules to govern the use of the devices, therefore any operation is non-compliant with the regulations.  So in effect, ALL are illegal with the exception of sales to and use by authorized federal government users.
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Regulations in the U.S.

U.S. Federal Statutes — Communications
Act

e 47 U.S.C. § 301 Unlicensed (unauthorized)
operation prohibited

« 47 U.S.C. 8 333 — Interference to authorized
communications prohibited

e 47 U.S.C. § 302a(b) Manufacturing, importing,
selling, offer for sale, shipment or use of
devices which do not comply with regulations
are prohibited

U.S. Department of
Homeland Security

United States
Coast Guard
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Here are some of the applicable laws that have been around since the Communication Act of 1934.  This act established our Federal Communications Commission (FCC).  

Unlicensed operation is prohibited and interference to authorized communications is prohibited.  GPS signals fall in to a highly protected frequency authorization for aeronautical radionavigation.

47 U.S.C. § 301: “No person shall use or operate any apparatus for the transmission of energy or communications or signals by radio within the United States except under and in accordance with the Communications Act and with a license granted under the provisions of the Communications Act.”
47 U.S.C. § 333: “No person shall willfully or maliciously interfere with, or cause interference to, any radio communications of any station licensed or authorized by or under this Act or operated by the United States Government.”
47 U.S.C. § 302a(b)  : “No person shall manufacture, import, sell, offer for sale, or ship devices or home electronic equipment and systems, or use devices, which fail to comply with regulations promulgated pursuant to this section.”
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Regulations in the U.S.

Telecom Agency Rules - FCC

« 47 C.F.R. § 2.803(a) - marketing is prohibited
unless devices are authorized and comply with
all applicable administrative, technical, labeling
and identification requirements.

« 47 C.F.R. § 2.803(e)(4) - marketing is defined as
“sale or lease, or offering for sale or lease,
Including advertising for sale or lease, or
Importation, shipment, or distribution for the
purpose of selling or leasing or offering for sale
or lease.”

U.S. Department of
Homeland Security

United States
Coast Guard



Presenter
Presentation Notes
FCC regulations also address the marketing of these devices and also make mention of labeling and identification requirements

We have indications that there is some false labeling being done to skirt import and telecommunications regulations or in fact items lack any type of proper FCC labeling altogether.  Importation under false pretenses is also illegal under US laws.  

Sec. 2.803 “Marketing of radio frequency devices prior to equipment authorization. (a) Except as provided elsewhere in this section, no person shall sell or lease, or offer for sale or lease (including advertising for sale or lease), or import, ship, or distribute for the purpose of selling or leasing or offering for sale or lease, any radio frequency device unless: (1) In the case of a device subject to certification, such device has been authorized by the Commission in accordance with the rules in this chapter and is properly identified and labeled as required by Sec. 2.925 and other relevant sections in this chapter; or (2) In the case of a device that is not required to have a grant of equipment authorization issued by the Commission, but which must comply with the specified technical standards prior to use, such device also complies with all applicable administrative (including verification of the equipment or authorization under a Declaration of Conformity, where required), technical, labeling and identification requirements specified in this chapter.”  
Sec. 2.803 (e)(4)  Marketing, as used in this section, includes sale or lease, or offering for sale or lease, including advertising for sale or lease, or importation, shipment, or distribution for the purpose of selling or leasing or offering for sale or lease. 
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US CONOPS Development

e Critical Infrastructure Key Resources (CIKR) Study:
— Dependency on GPS

— Impacts and Priorities
— Tools to Mitigate Vulnerability Gaps
— Tests on Vulnerabilities — To Measure Effective Mitigation Tools

« US Government Command Post Exercises
— Exercise Interagency checklist with clear lead, supporting
authorities and incident ranking criteria
— Exercise Multi-agency collaborative environment for shared
situational awareness

— Further Exercises w/greater complexity, scope, & interaction with
extended government capabilities

e Draft early 2011

U.S. Department of

11

UNCLASSIFIED Homeland Security
United States &
Coast Guard
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Going back to the 3 broad categories of requirements… We are engaged in developing a Concept of Operations for Patriot Watch.  This would fall under ACTION… 

The Purposeful Interference Response Team (PIRT) has been set up to address policy and response to interference events- They are a customer in need of additional tools to more rapidly detect, and locate sources of interference

We have conducted two national level IDM exercises (or command post exercises) to  exercise and find lessons learned during simulated interference events

Ultimately, our goal is to provide them with Patriot Watch…


UNCLASSIFIED

CIKR Sectors

Agriculture and Chemical

: Food

Banking and Finance

B Critical Manufacturing

Emergency Services

-
Government Facilities .j Healthcare and Public Health
).

Nuclear Reactors, Materials
and Waste

National Monuments and
lcons

Postal and

W Transportation Systems

U.S. Department of
Homeland Security

United States
Coast Guard
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Studies have attributed U.S. critical infrastructure into 18 CIKR sectors… This is misleading however… 

Energy for example:  Numerous utilities tie into the national power grid… each is considered a sub-component of the Energy sector.  

Telecommunications….

Banking and Finance….
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Extent of GPS Dependencies

Stock

ATM
Exchanges

Intemet

Energy Plants
B anking

¥t

Switching Towers

Pl
Rail Yards N@nals
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Wirelezs
Internet

Relay Position
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C= Centers
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GlE fhap

GPS Supporting Communications Systems
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Coast Guard
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You can see how different infrastructure sectors have multiple dependencies.

Power Grids: 
Use PNT for electric line phasing
Optimized management and distribution of energy based upon needs and demands of customer base
More economically controlled transfer of energy between regional stations
Keep the supply of electrical energy safer, more reliable, and more economical
Selectively switch line faults in the shortest time possible
Banking: 
Use PNT for time sync/pps
Provide a worldwide single time reference accurate to 50 nanoseconds (0.00000005 seconds)
Trade information verification between stock exchanges around the globe
Enable worldwide time-critical trading and banking transactions
Accurate data-log of all transactions and increased security infrastructure 
Consumer base increased flexibility to conduct transactions with deceased overhead to the banking industry
Transportation: 
FAA, Railroads, Cargo: Support coordinated movement of critical materials and supplies
Support optimal routing of materials and supplies in a timely manner
Support redirection of materials and supplies when deemed necessary to overcome unplanned disruptions
Communications: 
Use PNT for time sync/pps
Faster and more efficient response of emergency services 
Improved and more accurate billing services
Geographic Information Systems: ability to read maps and navigate with cell phone
Ability to expand beyond regional markets to global markets
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The GPS Triad
Joint GPS User Support Service

USAF GPSOC
(military)

NORAD/NORTHCOM
USSTRATCOM

JSC

USCG NAVCEN /2%

NERF FAA NOCC
(surface) (airspace)

Homeland Security

United States
Coast Guard

Patriot Watch Customer Base/Usggg,mm /
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The U.S. has developed a process for responding to the detection of a GPS interference event and coordination of a government response.   Depending on the event, this response may or may not involve law enforcement authorities.  

Response to a domestic GPS interference event involves several operations centers for the collection of reports, analysis, and coordination of the IDM process.
These are the partner agencies which assist with resolution of GPS interference.  We call this the GPS TRIAD. 
This TRIAD Consist of the Air Force GPS Operations Center, the Coast Guard Maritime Information Operations Center (MIOC), and the FAA National Operations Control Center (NOCC)
Each member of the TRIAD has a specific focus as you can see. 
Add to this all the partner agencies involved in the mitigation process
The overall responsibility of the TRIAD is to coordinate and share information to resolve outages and ultimately mitigate GPS interference
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GPS Civil Performance

e The TRIAD uses DOD developed tools to predict
GPS performance impacts due to satellite
constellation status

 Enables prediction of Horizontal Dilution of
Precision (HDOP); measure of surface user
accuracy.

« HDOP out of tolerance (more than 6) triggers a
coordinated regional user notification (Notice to
Airman (NOTAM) or Notice to Mariners (NTM).

U.S. Department of
UNCLASSIFIED Homeland Security

United States
Coast Guard
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Together, the TRIAD also provides advance GPS mission planning for civil surface users.  

When a satellite is due for maintenance, GPSOC disseminates Air Force GPS satellite NANU’s.

NIS and NOCC then create products which help to predict the impact to GPS users.  NOCC delivers information to aviation users and NIS delivers to all other surface users.
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NAVCEN DAILY SYSTEMS BRIEF GPS HDOP
Prediction
16 AUG 2010

Contour Legend

Metric: HDOP Max Scenario: 16AUG10 Latitude Increment: 02° 00° B;iz0 [loo-zo0

Production Date: 08{15/2010 20:44:44 Route: YWorld - 4 channels Longitude Increment: 002° 00° . 9.0-12.0

Almanac File: 227.A1L3 Start Time: 16 Aug 2010 00:00:00Z2 Number of Channels: 4 . 6.0 - 9.0

SOF File: 2010_225%_214929_-02 End Time: 16 Aug 2010 23:59:00Z2 Mask Angle: 5° [ 4.0-56.0

PSF File: NfA Altitude: 0 ft HAE Signal Modulation: BEPSK [12.0-4.0

PRMN: 256 Outage: 28 May 2010 03:00:00 to Until Further Motice
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To forecast predicted outages due to various maintenance events, NIS produces an HDOP prediction and publishes a “High HDOP Alert” when users are going to be affected.  This is a standard set of products.  This a world view with some data regarding the NANU and effects.
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NAVCEN DAILY SYSTEMS BRIEF GPS HDOP
Prediction
16 AUG 2010
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Contour Legend

Metric: HDOP Max Scenario: 16AUG10 Latitude Increment: 02° 00" . >12.0 D 0.0-2.0

Production Date: 08152010 20:44:44 Route: World - 4 channels Longitude Increment: 002° 00° . 9.0-12.0

Almanac File: 227.AL3 Start Time: 16 Aug 2010 00:00:00Z2 Number of Channels: 4 . 6.0 -9.0

SOF File: 2010_225_214929_+02 End Time: 16 Aug 2010 23:59:002 Mask Angle: b° [J4.0-5.0

PSF File: M}A Altitude: 0 ft HAE Signal Modulation: BPSK [J2.0-40

PRN: 25 OQutage: 28 May 2010 03:00:00 to Until Further Notice
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A closer view of the affected area
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Hudson Bay

Home_land UNCLASSIFIED
Security
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And a time-line for the event.  Some events are momentary, like this one (6 minutes).   The U.S. Air Force Second Space Operations Squadron (2SOPS) that operates GPS satellites tries to do maintenance so it will affect the least amount of users or actually in between the predicted HDOP areas so, often, users never see the event at all.  
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Central Data Repository Requirements
(Policy Derived Qualitative)

« Central Interference Reporting database for all PNT incidents

« Encompass process and functions for detection validation,
Investigation, assessment, corroboration of PNT incidents

« Automated dissemination of data and reduce PNT incidents
iInformation distribution delays for decision support

« Mechanisms for cataloging PNT applications and associated
vulnerabilities to interference

« Employ information assurance components and processes to
protect database

« Assure the integrity of PNT incidents and sensors

United States
Coast Guard

U.S. Department of
UNCLASSIFIED Homeland Security
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To gather and store data, DHS has developed a central data repository for storage of all domestic GPS interference events.  These are some of the mandated capabilities of the repository.  Initial operating capability for the GPS Operations Center, CG NAVCEN and FAA NOCC is projected for the latter part of 2010.
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Secure User Authentication
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Interference event data, logs, messages, and graphics will be stored and displayed for authorized users.  
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Central Data Repository

 Baseline Requirements — Cost control, use existing
architecture

 Designed Leverage — Modeled based on the FAA
Spectrum Engineering Tracking System (SETS)

e Visual Operational Picture — Integrated Common
Analytical Viewer (iICAV)

— Geospatial enabling/visualization tool

— Integrates multiple geospatial data sources from a centralized
geospatial data warehouse

— Based on the Environmental Systems Research Institute’s (ESRI)
suite of products.

U.S. Department of
UNCLASSIFIED Homeland Security

United States
Coast Guard
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To the maximum extent possible, we are trying to utilize proven mature capabilities that are already in place.  All interference events will be logged in to the data repository using a re-engineered Spectrum Engineering Tracking System graphic user interface operated by the FAA. 
 
The Position Navigation and Timing Incident Portal (or PNTIP) is to be coupled with a DHS geographical user interface called iCAV that is available in all our operations centers.  Analysts are able to overlay critical infrastructure key resource data to determine which areas could be affected by an interference event.
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Although there are different types of iCAV, the most common version is iCAV NG, Next Generation as shown here.  This is the starting point for the analysis.  Almost all the data for analysis of our critical infrastructure sectors and key resources is here… 

I will quickly walk through a hypothetical incident… this is an overly simplistic example, but illustrates the functionality of iCAV and its ability to show the potential effects on critical sectors and key resources.
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Emitter location; whether intentional or unintentional, will be the most difficult aspect of interference resolution.

Very seldom will we receive a report with LAT/LON… however, this is where we can fully take advantage of iCAV and the common operating dataset…if we have a zip code, street, intersection, area codes… we will be able to geo-locate an incoming report.
In this particular instance, the reporting source has been identified to be here, geo-referenced to this base map.  
Reaching back into the dataset, we can start creating various data layers…
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Here we have added the transportation sector… major interstate highways and railroads…  if additional details are needed… a filter can be used to select only certain features of an attribute…


SAN DIEGO COUNTY

GCS North American 1983
Datum: D Morth American 1983
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Next we add data from the telecommunications sector… the red symbols are cell tower locations and the green towers are local television broadcast towers… NBC, ABC, CBS, FOX…  The two telephone symbols are the locations of central offices…


SAN DIEGO COUNTY

GCS North American 1983
Datum: D Morth American 1983
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The energy sector… these are substation power distribution networks…


SAN DIEGO COUNTY

GCS North American 1983
Datum: D Morth American 1983
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The financial sector…
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Then from the point source, buffer zones show probable areas of critical infrastructure sectors and key resources which may be affected.

Then we can start focusing on receivers which may be affected to further localize the interference event.
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Patriot Watch System

o System-of-Systems approach to provide real-time
monitoring (preparedness), location & notification
(response) of GPS interference for protecting the
Nations CIKR Sectors.

— Designed with government & commercial hardware

— Persistent monitoring yields situational awareness

— Timely response to anomalies

— Sensor placement based on PNT CIKR Criticality

— Remains operational when GPS systems is “stressed”

e Collective Effort by various USG entities

« Significant Cost and Risk reduction by taking full
advantage of mature, existing systems

U.S. Department of
Homeland Security

United States
Coast Guard
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We are developing a domestic GNSS interference detection capability.  This is a system-of-systems approach to developing a national sensor capability to protect the CIKR sectors.  Various interference detection networks will be able to be displayed in iCAV as layers such as those as I have previously shown.

By utilizing existing mature systems, we will be able to significantly reduce costs and risks.

I cannot emphasize enough this is a collaborative effort… 

We are in the initial stages of developing a strategic plan to map Patriot Watch.

 




Patriot Watch - Concept

National capability to detect & mitigate GPS interference INCONUS,
supporting PNT and CIKR resilience

Leverage technologies to rapidly detect
and locate interference GPS Satellites

Provide standard response process N 778/ N
and protocols to notify of abnormality of @y &-g}

qj"]j f(r
| L{@Q)

Establish command & control authority to
mitigate events

Control Center_
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“Patriot Watch” is being developed as a national sensor capability….  First…. We are tying together an array of existing government and commercial equipment to alert to GPS interference to protect U.S. domestic interests as part of the national interference detection system. 

Future sensor capabilities will be specifically placed to further protect the nation’s CIKR.  

Besides linking together existing government equipment, Governments should consider what other capabilities already exist in their areas that may not be readily apparent as a possible interference detection array (GPS enabled mail or product delivery vehicles, mobile phone networks, vehicle tracking companies, state and local GPS enabled emergency vehicle networks, any where you can find a single point of entry for information coming from large networks of GPS receivers)

This system will mature over the next several years.  
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QUESTIONS?

brian.penick@schriever.af.mil
703-313-5930

John.Merrill@dhs.gov
202-447-3731

U.S. Department of
Homeland Security
United States
Coast Guard

UNCLASSIFIED
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GNSS interference is not just a problem within the United States, this is a global issue.  As more and more of the world's infrastructure becomes dependent upon GNSS signals, we must all be more vigilant to respond to interference events.  The U.S. Government is committed to exercising its ability to eliminate interference threats to critical infrastructure and key resources.  

With Patriot Watch, the U.S. is honing our ability to do just that.
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