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Experimental set-up

G —» GNSS antenna port

GNSS receiver port

« Records raw GNSS signal
« Reproduces as generator the recorded signal
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Spoofing tests in real scenarios
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Synchronous spoofing #
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» Generation of the replica signals generated
locally in the receiver
« Shifted in code phase and carrier frequency.

Time (s)




Synchronous spoofing
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Conclusions #
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» Itis possible to deceive the GNSS position of an Android smartphone

Asynchronous spoofing

* Android smartphones cross-check the position from GNSS with LTE, WiFi and Bluetooth
positioning

 With no available network, GNSS time information is cross checked with the
smartphone’'s date and time

Synchronous spoofing

« Android smartphones are vulnerable to synchronous spoofing attacks

« With a synchronized spoofer, the smartphone does not cross-check the information with
any other sources of information
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