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Center for Alternate Synchronization and Timing (CAST)

• Has emerged as an operational 
implementation of DOE’s DarkNet R&D 
program

• DarkNet’s objective: develop a system 
architecture and implementation approach 
that ensures end-to-end secure 
communications for the bulk power grid 

• R&D areas:
– Alternative timing
– Wide-area situational awareness
– Secure grid communications
– Cyber resilience
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The Need for Time Agreement
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Source: U.S. DOE Quadrennial Technology Review 2015 – Chapter 3, Figure 3.2 (https://www.energy.gov/quadrennial-technology-review-2015)

The Grid Used To Be Simpler in Design & Operation

https://www.energy.gov/quadrennial-technology-review-2015
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The Need for Time Agreement

Geographic scope was 
limited due to segmented 

power networks 

Flow was uni-
directional from 

station

Load was over-
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on past usage

Distribution was 
one-to-many 
(hierarchical): 
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Source: U.S. DOE Quadrennial Technology Review 2015 – Chapter 3, Figure 3.2 (https://www.energy.gov/quadrennial-technology-review-2015)

The Grid Used To Be Simpler in Design & Operation

https://www.energy.gov/quadrennial-technology-review-2015
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Source: U.S. DOE Quadrennial Technology Review 2015 – Chapter 3, Figure 3.2 (https://www.energy.gov/quadrennial-technology-review-2015)

The Grid is Becoming a Wide-Area Network

https://www.energy.gov/quadrennial-technology-review-2015
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The Need for Time Agreement
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The Grid is Becoming a Wide-Area Network

Geographic scope 
expanded with regional 

inter-connects
Flow is multi-
directional

Load is based on 
real-time data 
and predictive 

analytics

Distribution shifts 
from hierarchical 
to peer-to-peer
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A Dynamic Power Grid Requires Time-Aware Sensors

• Situational awareness is achieved through sensors placed throughout the grid

• These sensors, called Phasor Measurement Units or PMUs, are time-synchronized
– Standards call for 1000ns uncertainty from UTC

• Measurements streamed throughout system, providing significant improvements 
in grid monitoring and situational awareness

Traditional Source of Synchronization: GPS

Measures 50/60 Hz waveform 
(voltages and currents)

60-120 samples/second
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Concerns about Vulnerabilities of GPS

• The ubiquitous power grid 
application currently depends 
on civilian GPS technology 

• The power grid is critical 
infrastructure and must be 
able to withstand 
sophisticated, and potentially 
state-sponsored, multi-actor 
attacks
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Center for Alternate Synchronization and Timing (CAST)
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CAST Design
• Redundant & Resilient

– SATCOM backed up by terrestrial
– Best Master Clock across multiple Master 

Nodes

• Secure
– Jamming (terrestrial redundancy)
– Spoofing (terrestrial, quantum, MACsec)
– Cyber (quantum, MACsec)
– Physical (ORNL campus, badged 

access) 

• Scalable
– Hierarchical design 

• Precise & Traceable
– IEEE standards-based
– TWSTFT with NIST
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CAST Architecture

• Network of synchronized Grand Master Clock Nodes
– ORNL and the Federal Power Marketing Administrations (PMAs)
– Geographic and hardware redundancy

• GMC Nodes connected through redundant SATCOM and terrestrial 
links

• System clocks with verified agreement with UTC through SATCOM

• GMC Nodes securely propagate time to downstream infrastructure
– Sensors, OT, IT

• Power grid operators can integrate with the CAST Network
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The Potential of CAST

• Augments the power grid’s 
utilization of GPS with a resilient 
time synchronization source

• Insulates the power grid’s 
synchronized timing requirements 
from bad-actors intent on 
disrupting GPS

• Improves grid resilience through 
better anomaly detection from a 
nation-wide time synchronization 
network
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CAST Timeline and Next Steps

• FY22
– ORNL and WAPA CAST GMCs online with time synchronization and 

propagation
– TWSTFT for PTP validated

• FY23
– Architecture and BoM validated for early-adopter commercial 

additions to CAST network

• FY24
– CAST fully operational with nation-wide terrestrial time synchronization
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Summary

• US power grid is moving toward a wide-area network; requires 
precise, secure, and resilient time synchronization

• GPS is an amazing capability for domestic and global PNT 
needs, but inherent limitations lead to grid vulnerabilities

• A network of terrestrial GMCs, synchronized across a redundant 
set of network links, provide a robust source of timing for US 
critical infrastructure

• DOE’s CAST is designed to deliver secure, resilient, and cost-
efficient time synchronization-as-a-service to the nation’s 
power grid operators


